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While the broadband network and multimedia technologies have been developing, the
commercial market of digital contents also has been widely spreading with recently starting
IPTV. As the IPTV services are getting to be generalized and popularized, the contents
protection and authentication system tends to draw more attentions. So we need a system that
can protect contents and allow only authenticated person to use right service by controling user
authority and using content encryption. Until now, the conventional protection and
authentication system is taking advantages of merits both in CAS and DRM. But the weak
point of this system are in high costs, complexity and using HW. For resolving these problems,
in this paper, we proposed IPTV contents protection and authentication system using OTP.
When we transmit the content encrypted by OTP key using contents delivery technology, we
operate XOR with contents using another settop-box’s OTP key which was transmitted from
distribution server. And contents are reconstructed and transmitted to the settop-box. In the
end, downloaded content are encrypted by OTP key and are superior in content protection when
contents redistribution. Since OTP use double-authentication elements in encryption process,
this method is excellent in content protection. And it is very effective in cost aspect because
it could be implemented by SW program. Another benefit is that we can shorten the
development time period. In this paper, we propose and find its possibility as a new content
protection and authentication method suitable for IPTV services.
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