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The recent trend of the hacking deals with all the IT infrastructure related to the profit of
the companies. Presently, they attack the service itself, the source of the profit, while they tried
to access to the service infrastructure through the non-service port in the past. Although they
affect the service directly, it is difficult to block them with the old security solution or the old
system and they threaten more and more companies with the demand of money menacing the
protection of customers and the sustainable management. This paper aims to design and
implement multi-platform network packet scanner targeting the exception handling network
intrusion detection system which determines normal, abnormal by traffic.

Linux and unix have the various network intrusion detection and packet management tools
like ngrep, snort, TCPdump, but most of them are based on CUI (Character based User
Interface) giving users discomfort who are not used to it. The proposed system is implemented
based on GUI(Graphical User Interface) to support the intuitive and easy-to-use interface to
users, and using Qt{c++) language that supports multi-platform to run on any operating system.
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1.2 Qt development tools
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1.3 Qt cross—platform support
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2. Libpcap library

HAS BAF7] A =T 2F BPF(Berkeley
Packet Filter), DLPI, NIT, SNOOP, SNIT,
SOCK_PACKET, LSF(Linux Socket Filter), drain%
7y LRAAEE S =771 9len, libpeape 018
3 EE ETES FEIE FA48E 231 Qe
API(Application Programming Interface)o}tt.
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2.1 I3 MX(packet capture)
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A AR AEA A &8 A% (application
layer)7kA] Agh).

User Data Encapsulation
acar

AH § User Data I AD|

TCPH | App Data ITr S| JI'LI

1eH | Tep | app data | |

Ethar?l l Lirgk

Demultiplexing

rEtherH IPH } TCPH | App Data

aH : Application Header
JCPH  : TCP Header

IPH : 1P Header

Etherd : Ethernat Header
EtherT : Ethernet Tratler

38 3. encapuslationd}t demultiplexing

[2% 3] libpcape] WA AXNE e HAAA
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int pcap_lookupnet() HEZ & mask HE

device& . UEI CluiolA
network char* pcap_lookupdev Zolgf
int pcap_datalink g3 #olol RF

31 77| ClATE
packet |pcatp_t *pcap_open_live ﬂa Ux nA3EE
capture =2

initial  {pcap_t *pcap_open_offline |TZ! A 27|
packet |u-char *pcap._next I3 ZQIE 2le

capture |pcap_loop & pcap_dispatch |3l 4R l4X1Y

packet |PCcap_compile 3 Wy LER A

filtering  |pcap_setfitter X 2 HE
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P libnet_init
7 N
Memory Es packet()
Initializati =2 < libnet_dest
nitialization sty Link ibnet_destroy_
e packet()
HEST P libnet_open_raw_
Network & sock()
Initialization QlE{m|olA ink libnet_open_link_
e Lin intertace()
P libnet_build_ip(),
Packet =l libnet_build_tcp()
Construction | A4 ) libnet_build
Link - -
ethernet()
P .
Packet Checksum libnet_do_
Checksums | A&t Link checksum()
Hee P libnet_write_
Packet H}:;ﬂﬁ i
. N A
Injection PN ) libnet_write_
ploy Link h
link_layer()
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PACKET_LOG EHlo|E& €A Holg& 7la3tn
AXNZem  PACKET LOG ElolBo A3l
th.SECOND_LOG Hloj &2 2 (second)E EFY

#Fe 5733 7hE3 SECOND_LOG Hlol&ol
A¥ct. [28 Sle  AIA2"eA  AgERs
PACKET_LOG$+ SECOND_LOG ®jo}&¢] AAstd
ol

| SECOND_L08

Qalmm Nm Dota Ype Bl 82 Fags Detaut Voius

78 ot DATETIME (4] () UL

%y BMALLINTIS} ] [} UNSIGNED NuULL

8 v

- PACKET_LO§
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S CHARUGY W 12 NULL
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?ool T_Test(int x,int avg,double sdt)

double t;
const double pree = 12,706;

t=(x—avg) / (sdt / sgrt(1))
if(t ¢ pree)
: return true: [/ HRIHES 7|1Z6tx| oS
Zalse
return talse; // HRIILS 7|2t

return false;

t }

3. A AM/AINY HA & 7F

3.1 I3 AN MA E 73

Ad E(kernel level)o] ohd 34 4F(application
level)oll A libpeap ol Beie) & o] &3l HA HAX 7}
7FsateE dA 2 FHEHAT 7 PHe EFon
T EE AR U 3 Fo] opd, Algo] 1
UM e 2 ES(TCP, UDP, ICMP, ARP)Z A 383
ol He Z2EZ] SIS TUEHSE AL

TCP Alg2 in Incomming T3
UbP | ME™ Out Outgoing T3
ICMP | ABE Local | Local

ARP PN Broad | Broadcasting %l

if(m_stop == true)

break:
}

m_PCount.arpc++;
tlag = true;
ArpPacket(packet);

}
it(flag)
{

if(1 == re)
{

else
{

}
m_mutex.lock();

while((res = pcap_next_ex(pcd, &header,
(const u_char**)&packet)) }= 0)

it(m_ms.date != t_sData—)
at(t_sData-)size() — 1).date)

S\AinDataReset():

ep = (struct ether_header *)packet;
packet = packet + sizeof(struct ether_header);
m_PData.p_size = header-)len;
ether_type = ntohs(ep-—)ether_type);
i{f(ether_type == ETHERTYPE_IP) -+ @

flag = IpPacket{packet);

(else if(ether_type == ETHERTYPE_ARP)

int re = InOutPacket(m_addr,m_PData.
sour_ip,m_PData,dest_ip,
m_check);« @

m_PData.in_out =1;
m_inout.in++;

?Ise if(2 == re)

}
?Ise if(3 == re}

InsertPacket(m_db1,m_ms.date,
m_PData);-@
m_mutex.unlock();

@

m_PData.in_out =2;
m_inout,out++;

m_PData.in_out =3;

m_inout.local++;

m_PData.in_out =4;
m_inout.local++;
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InOutPacketO 3= UiFolA 282 Urke 97, 9
Bl WEE gojor d7, 22 JEYINAN &F
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3.2 BAE Adj A Y

(29 7€ 22 JENI HA13= 32E9 99
€ dgol IR ESIE AIdte 24 A
ARSI A(GUDOH, E2E 27 A E(thread) B
aFL (X 83 2ot

a3 7. ZAE Ajl4 GUI

mumttexlock® ML A EFU QTHE9
QMutexol™ 713t AAZHD). 2= A3l
arppacket &2 ipgtE @A Hsun(®@), 5713 3
AFHQ). jonEE YA 7)A] dom 5 wQ
W=7t FRE] ZEA LT FREHD).

e oz e

o M
]
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{oid HostThread::run()

{or(int i=05i{m_iplist~)size();i++)
strcpy(name, m_iplist->at(i).toAscii());
m_mutex.lock(y .
if(pthread_create(&thread_iplil, NULL,

( arppacket,(void*)name){0} ....... @
return;

usleep(10000)
m_mutex.unlock();

}
for(i=0:i{m_iplist-)size()si++)

pthread_join(thread_ipli},&_return); ... @

3.3 ZE Ajfid M o 7

(29 8l& 32E Ao 2@ ZAE sl
TE 2708 dgsie 24Y AR AEIFol ol 3
772 &4 (option)& Xk, TE 239 +4 2
#E 295 Suolth XE 29 59 A}E E
9722 FAVL 1 ~ 6563 Alole E FE Wz
2 oz 27 BYe FHste ALL, A5 AHE
t ZE W3 223 dd 24 AL Fhste
‘OFTEN PORT’, AH§A7} #5202 938 £E Wz
W 270 43¢ $9ske ‘SELECT PORT 2 78330

23

27

443
2XBTOREST

139, 70.1558
.
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2 23 Af s qug g sAsan®), Al ¥

2 QEvent® %3] MainWindowe] 4AtH®).

H 9. ZE A7 A= MM nBlE

{oid PortThread::run()

{c;r-(int i=0;i{pList-)size(;i++H)---D
while(1)
i{f(count {1000) e @

pthread_t* thread_id =
(pthread_t*)malloc
(sizeof(pthread_t)); - ®
pthread createlthread_id,NULL,scan_ip,
(void*)&pList-at(i)); - @
count++
free(thread_jd); - ®
usleep(1500);
break;

else

usleep(15);
continue;

}
}
for(int  i=0;i(suList.size()i++)
safelist—)push_back(suList.at(i));
QEvent *event =

new QEvent(QEvent: Type(5004)); - ®
QApplication::postEvent(receiver,event);
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int type = 0;
Ee,witch(m_check)
case 1
SelectAll();
type = 6000;
break;
default:
break;

QEvent *event =
new QEvent(QEvent::Type(type));
QApplication::postEvent{receiver,event);
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