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Abstract

Smart grid technology can expand energy efficiency into the home by monitoring consumer
energy usage in real time and communicating with household devices that respond to demands
to shut off during periods of non-use, allowing individual consumers to control their electricity
usage more effectively. But, the information collected on a smart grid will form a library of
personal information, the mishandling of which could be highly invasive of consumer privacy.
There will be major concerns if consumer—focused principles of transparency and control are
not treated as essential design principles from beginning to end. In this paper, using
All-Or-Nothing Transform encryption mode for providing smart grid security, we propose
efficient distributed data Management based on XOR operation. The contribution of this paper
is to provide a secure algorithm that manages efficiently distributed data in the field of private
data in smart grid environment.
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