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Abstract

The OSGi platform is a Java-based component platform that is being widely used from
environments for the application development to enterprise software. The OSGi platform
provides dynamic and transparent installation for open environments. However, it open new
attacks so that many researches try to solve OSGi vulnerability. Security flaws in OSGi
platform are categorized two parts: the JVM and the OSGi platform itself. We focus on
vulnerability by OSGi platform itself, particularly service injection. We identify the service
injection attack and suggest secure mechanisms to prevent the attack. Those mechanisms are
implemented, providing a few modification to the Knopflerfish OSGi implementation and are

evaluated through comparing with existing mechanisms.
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