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Abstract

Although conventional text-based passwords are used as the most common authentication
method, they have significant drawbacks such as guess attacks, dictionary attacks, key loggers,
and shoulder-surfing. To address the vulnerabilities of traditional text-based passwords,
graphical password schemes have been developed as possible alternative solutions, but they
have a potential drawback that they are more vulnerable to shoulder-surfing than conventional
text-based passwords. In this paper, we present a new Hangul password input method to
prevent shoulder-surfing attacks. Our approach uses Hangul as a password, and it requires the
users to locate their password in the given wheeling password grid instead of entering the
password. Our approach makes it difficult for attackers to observe a user’s password since the
system shows the users’ passwords with decoy characters as the noise on the screen. Also,
we provide security analysis for random attacks, dictionary attacks, and shoulder-surfing
attacks, and it shows that our password system is robust against these attacks.
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