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Abstract

When you want to be given the on-line service, their homepage requires sign-up with detail
personal information. This collected private information lead to mass data spill by hacking.
Especially, this makes terrible social problems that the users who sign up their site are
persistingly attacked and damaged by hackers using this information. As methods of the social
technologic attacks are simple but based upon human psychology, it is easy that people become
a victim in the majority of cases. There is a strategy blocking fishing sites by using the black
list for defending these attacks. This tactic, however, has some problems that it isn’t possible
to handle new fishing sites having a short life-cycle. In this paper, we suggest two solutions
to minimize data spill. One marks existing sites with the sign of a reliability measured by a
comparison between black list and the white list; therefore, the user check the authenticity about
the homepage. The other shut off previously the leaking of private information by sensing a

entry of personal information into new sites.

B keyword : | Privacy | Input—Detection | social technologic Attack | Phishing |

S #120312-003 AAttz g @ 20124 03 23Y
Xt 20124 03¢ 12¢ WAMANE} : =R e-mail : hanjincho@hotmail.com



A AHel

1__

S

t}, olo] £

=

1A

3

o o

E

E

HA o=

“—j’] )(\3] /\]'O]

R PN
Na) ~E 9l slo|Eg AES

14 Afo]

A
oz

L

<)

=

7F Fa A
Hi }‘£7\‘1
3%

WO 9
EU )] 3::]_:76]0]]/\1

ik

87} =t A

1l

]

1
AE@ B

o
=2

Q.
3

_I":TL]’}' ?lEi ‘ﬂl% /\}

. A2

o —_
;o;o]_l
7
M_MM Mo#ﬂ__muwﬂwljﬂwlw}]
o Wno],]_a,_Ao_quu.V
= x_.ﬁ_.q&ojl dlw_,ﬂ
- y Falcy T % =
5 Mo S = o j = do =
o m_xﬂﬁlo%auwuuW? Qﬂ7mga
o ﬁo._..mﬁv,.vm‘b]x,mu Eﬁo#a,mdﬁ._mmﬂ T o o
%muwuzoﬁquU%ﬁT ﬂamu%c%_nmo 1OEL,$aoao
\YI_L _]‘._uu 0 s _ o ! i aY — =
uwﬂwwaéﬂ?m R T wm %mﬂ%%; N T
7n2utﬂﬂeilbfzﬂ %ﬂoﬁe.‘iu}mo ﬂ_um_/ujxi_moz,lo# B O U
oﬂemiLWy,._‘oﬂ_OI‘uAlwﬂiiL _/am_u‘mu,.ﬁmo‘.,m ._o]u]‘A_IEE,_Hﬁ m_ﬂ/I
a%HM1WMﬂm@ ~EP e SITEE: w5
mHhﬂ%Mﬂuﬂﬂo_Emﬂ E7wwha_e ,ﬂoqﬂbwurﬂnﬂ? mﬂu-h_mo
H_xﬂo,@a o g DR e ge_zg&_sﬂé =4 x
@ﬂlmAwﬁi%a ao_wfem@.ii,%a@ % o o
mmmm%wy%@@_s ﬂﬁlmmaqeﬂr.4o%g T
nhqua_#odnoﬂomoéjl 4ma§w7ﬂﬁ§mﬂ§,zgﬁ ﬁﬂe_a
s W oE %l}{aﬂ meauﬂurma i 5 MK
pE W — ] T <~ ® oo o o n o LA
Hﬂnmﬂ%ﬂmﬂ = % _.._oﬁjurom*aﬁ%ﬂrfrmwmnﬁ EEH
q_lmﬂ%mrmmﬂﬁ%mﬁau rt wﬂ%d%%frﬁéwmﬂuviﬂ T B
urm_%_i%uf&ﬂﬂoi. 8l __%@@Mdﬁibcﬁﬁs%;ﬂw@ @WW
;Aﬂl,ml,loﬂllmﬁ,ﬂ! il _n_lo,_.,mﬂbfobﬂ A#ﬂwiowo#eﬁvﬂbﬂ NﬂHaJ;
AMauTnﬂﬂmm 1] mohi]oﬂkﬂc%ic,_mﬁﬂd.xﬂ ,MMﬂ_ZA
= y 5 i = ™ w = ok mﬂmﬁﬂ o I E Agm 3 B
= B = = .I.Aﬂbqwcw Ho 2 - X2 ~
mﬁ mﬂ%ﬁﬂwka %o%Mm,%uﬁdwmmowmﬁﬁdn%;oZn
- oﬂom@]% e R QR I S
2 EglfoLarxuh TEF BT E]Lii]ﬂﬂflo,
M.h WV,I,NMMMEUUTA_IO 7btﬂ__ooMM,Wou omL,olﬂ]_dlmﬂq‘Elﬁ
2 %,meLige waaﬁmw_ﬂﬂ 4w w T S
p— ]110] I 7
< VmAgoo.xMo ﬂLiﬁﬁﬂAio?aﬂ Wﬂomﬂ7;o o
N s ®EE w oo Fo W w & RN W ol
% a.ATLFL]z.ﬂnﬁar71 = PR =our T L )
el e i % o] = Ho < o oy ) pe oy K i) = R T o
R 4a;%%ﬂﬁ1i%ﬂ of,pzu@ U%moehwﬁq
o ﬂugohuzﬂwmmﬁo»i oﬂeﬂm_/nzoﬁﬂm Qi“&oi_ Mmallﬂuhmﬂ_ﬁ
X ﬂ_.QxET7Mu11rE11r1rWﬂ- .MNWEE.Q omoﬂﬂorgauﬂ%mo
Y ) %uraﬂoL = wm L S xR 5 BT
5 %%%ﬁ% ﬂﬂéﬂﬂw T 2 m#é%ﬁ @ahu%womo;gd
—_ ﬂoﬁ%}mﬂﬂlqzﬁo]}%yigam (.a?i;o ko]aa7ﬂ: o
=3 or]ﬁ7mﬂjnd 7ﬁﬂ§m%ui1wdl.ﬂom45,o#4 m%WrVEquW‘IH
@ﬂ%%zaﬁ:&ﬂ%gé%mﬂﬂ%MmA@wgwﬂ %,%g%%m@_a
Hﬁﬂﬁwﬁmma@ﬂaﬂo@%Pamo%ﬁﬂzﬂmﬂE%]ﬂML@ﬂﬂ%w
M:HOE%A&LIAT%}_NWO%% _dmu.mﬁovﬂumﬁuLé%lu@
x%%ﬂrﬂ%ﬁ%%7ﬂ%1Ho%wxoa moKﬂimrdreoéﬂlMKH
Mﬂﬂﬁmﬂwiﬂﬂﬂdo@%uaﬂ R ,urm%ﬂuﬁﬂz}vwk.}
A]ioo:_ld,axﬂoimumuimmﬂa@io?ﬁﬁwﬂm]e:,* mﬂmﬂw@ulﬂ%ﬁmg‘_
ﬂm%%eﬂ%ﬂ}m gﬁéﬂ%@;%ﬂﬂﬂ%? 2o o % %
i og_g:xmA#M17}w ﬂ#ﬁd)ﬂ%al_f% %EEA}E
o) <M Z.E X ) K Eo H ot m_/H;o A__IHAr m AN E_l N QEO 1 < - T = o
ofﬂomﬂmrﬂ T ;oﬂeimam_ﬂ > EwX RGN e
= o o T o - N o i o2 oo
o#a].AoLl,LIOC eZLﬂ__% ﬂL.q ﬂnﬂP‘_o]
im%;;o&ﬂﬁﬂmlieﬁgm ,H|oeTHL uﬂrq
fo%ow.WOﬁﬂr.vMoi T o uooz1u¢
ST ET R PRpCig T )
<?1xﬂV@1ﬂur%ﬂ
7oJoﬁ1ro111Jﬂ —
o) ' Loﬁﬁﬁw,olzg,v
o Mo T RO N
RS )
5 I %



w
N
ro
Hl
T
r=
[
o
ﬂ
r-||:|

x| '12 Vol. 12 No. 5

r-{n
)
N
~
IE
12
o
)

ATM 7]7] oto.

2 #9)
£2 olAab stel salAe] lFe B sk ol
cH3],

2.2 0H2 0I5t Y

AR @A) o4k M3 g Aot o HES
Hgste] oluee TSR Ss Aol A Bt 3]

i

B2 B744e] ofm|el Lob HAYNE Hof
2 WAL FAA} ol 9ag 5
5o & 3 Aol 22 o] Esto] Mshate] 1 Yn
A3 geal

0
ol

-
=

sl T4

it

2.3 HlAIX ol U

gazte] HAARE o]&3) wlalAe] H&S FlaL
TEHO] Qi AP H5S o gste] vpx] FaA %
ARG A} 3) tﬂg}a Skl AEARY ARILE o] E =

S oJAANT =S sk W oltHbl

2.4 SNS2 0|Z¢t gt

FAA7} SNS(Social Networking Service) 7174 2.
27018 ¥A Alo|ER A= W& URLS &4
M, S Eéﬁ aﬂﬂ Ao s £

o|ES AT A3E olg3tel ThAel ol F
o 1 A8 % AU F 50 71 e o
F3o H2E § ANAF 9 AolER F9l 3

2.6 7IEEZ 0|28t 4
A=ze At Qe
AR (FI=EHE, CVC, Hl‘?zl

W
Al W3 ol BP0 U5 A BAACE
2 AR Qi Yo' Bol wE AeAAE &

HHEolE tHi%%&i 38

sajze) &

:‘.’:
_>,i
1o
e
tjo
o,
2l

ol gRThE A bk Aow A
ol A Afe| BB AR AR Soli=
o,

WMEE Afo|E Fat Y Erlel Faold B 24
5 F7b Al 5 FRRew Wy WHow
R ES Ak R GES B DI L
ErjQlsh n)%a) ahEe) AR fAIE] 1A gk

3.2 ofal
5% (Pharming)-& 514 E70] A4 o3 4
YAHE 22 F887] 95 7 golth, 99 e AR

=0 ]
o] 91 Aol E AL BAE ol8dl AAARE I Sah



HolgE oz XIS 0183 AISITEN B UiSuwe 35

Wb e wado) AT gks ARE BT 216l 1, AR AME
A4S O3 AR A9l ABE FE AIE 7ol
oL

Fe PEHoR 2qsha gl AHgatel vl
& BTG Erl9) Y A2 E T A
F28 W] ALSAER BT AR AIER 9
Qale] YL F9U8 7 NAPRE FAE Py \
O AL Fe) 1A ol &2 Bt % AR 2 , sk
28 ) a2 ol Hu1l]

gge >0 ]

., JHAEE HX|E ol8st S wet [Yes

71€ 7182 URLF4AE v asiAY PF2E vl a2 1. AJAE 2ME
3o} ApgA7L v wao_ ApolEd] HzahglA &
s} HIMLL ) Hele] 015 Al 2 2 ERoIA AN AzE S EE et 2o
5% FRIE A B8 ol85el Y AolZe] 3 kPl URLS Gelsh islel s P s
GLE S, A el R Az s ool Bl AEE B s, QA At oA
59 AfolELk ARSI T B el tiel %3 o AE AR A 22 FEAFANDFE 194
S8 5 glrke BAde] Itk ol BAAHE lE  2) AlER olFdle] WH B3 Ju AHATL o
of URLF4: vl v} HIML 228 B84 s)gate] & QLEs go] 37b49) a)g Ak
Eof| tia] #& 2e AT AlE ] B2 AfelE] B AaE9l A= gho] glow thgoz o)
deie 7] 208 B 4Y g FEHT 3% EdaEe vl P F47) dAseA Gl
e B AN ol TAHW o|F AgANA LA Ao Ee] AE ALgAl A e] AHEA
Aaste] ALgAS] AL FANNL GRS Bl A ST AIES ol§ F ES frEath
2] gl Aol ER ol Flo] ALg kel Ha|E Auert, HolEPAE - B AEAE oA e A=
Aol NS FEa] s aadAE B o A ARkl Q18 S sk A flol A
A5sHe Boln AAARE JakE A s 7 LA A2 AN A A g Fu A
ah2 32 ake elel A Zlelgn 1%—(Plam text) % B3 AP AIER olFE Bk
e A4S FAL A solElg e Bapses
lgel0] 550l Sl 4 Mol BB 2 F 2. 9] 27 Tl
$71% 5 A2 Qe Aol o] i) ve) FE3e & 21 ZplS2 H=
A& s $HeR AIEE THs 2R FUNEE Mok A% 548 A2t B §E @

olell = R AEAE AL S ARIER E o) 2 g e o) deidle A7) AelE Az
3 NIFEE P 5 A AARE JEE AA 8] O3] eh2le] 42 wE T B Fak 7o) 42 % O
= 7S Adsia g, She Ash ol Lhomd] AZ 112 Urd UviA) g

C7F vhoat s eke 2 1104 C& W HF Datel
etk 2% ek FR15% vhA v gtak vl o



==X| '12 Vol. 12 No. 5

kil oztglel Al HE 14218714 theFstA
of At 74 =& 7]% wlt} 74]5‘4"{4?_ X]—E]v’r—ﬂ

$lo] DBl AN E 55 6}1 H]E_E]—“: ng
o] gsto] ATt AFAZ 1074 o4& HEshd
5

1048] S DBS} vl sk gro] dx)std A Fe
3 AR A g Frh

3. It

(2" 2= AolE AEleHws

11}{e3
ke
>
QL
rlr
k
I
o
I}

Query = "Select * From DBList where BVLIP like '%"
+ IpAddress + "%""
FieldName[0] = "BM_NAME"
FieldName[1] = "BM_URL"
FieldName[2] = "BM_IP"
FieldName[3] = "BM_ACCESS”
BlacklistDB.SearchDB(Query, FieldCount, FieldName);
FieldData = BlacklistDB FieldData;
RecordCount = BlacklistDB.RecordCount;
BlacklistDB.SearchDB(Query, FieldCount, FieldName);
FieldData = BlacklistDB FieldData;
RecordCount = BlacklistDB.RecordCount;
for (int i = 0; i < RecordCount; i++)
{
J_Name = string.Format(*{0}“, FieldDatali, 0);
J_URL = string.Format(*{0}", FieldDatali, 1));
{0}, FieldDatali, 2]);
for (int i = 0; i < RecordCount; i++)
Query = "Select * From DBList where BVLIP like ‘%"
+ IpAddress + "%

J_IP = string.Format(*

FieldName[0] = "BM_NAME"
FieldName[1] = "BM_URL"
FieldName[2] = "BM_IP"
FieldName[3] = "BM_ACCESS"”

BlacklistDB.SearchDB(Query, FieldCount, FieldName);

FieldData = BlacklistDB.FieldData;
RecordCount = BlacklistDB.RecordCount;

BlacklistDB.SearchDB(Query, FieldCount, FieldName);

FieldData = BlacklistDB.FieldData;

RecordCount = BlacklistDB.RecordCount;

for (int i = 0; i < RecordCount; i++)

{

*, FieldDatali, 0));
J_URL = string.Format(*{0}", FieldDatali, 1]
*, FieldDatali, 2);

J_Name = string.Format(*{0}

J_IP = string.Format(*{0}

for (int i = 0; i < RecordCount; i++)
{

J_Name = string.Format("{0}", FieldDatali, 0]);

J_URL = string.Format("{0}", FieldDatali, 11);

J_IP = string.Format("{0}", FieldDatali, 2);

J_ACCESS = string.Format("{0}", FieldDatali, 31);

InAccess = J_ACCESS;
}
if ((InAccess == "#t1"))
{
site.Text = "$]%)"
site.BackColor = Color.Red;
axWebBrowserl.Navigate("s119.fss.orkr”);
MessageBox.Show("eHd &k Ato] E7} obguth,

Apekslo] gl T”)

}
e
if (InAccess == "&]-8")
{
site. Text = "A12]"
site.BackColor = Color.Blue;
InAccess = "
}
.
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void Jumin(int Num, int Count)
{
JuminHap = JuMinSum[0] + JuMinSum([1] + JuMinSum[2] +
JuMinSum(3] + JuMinSum[4] + JuMinSum[5] + JuMinSuml[6]+
JuMinSum[7] + JuMinSum[8] + JuMinSum[9] + JuMinSum[10] +

JuMinSuml[11];

JuminResult = 11 - (JuminHap % 11);

if (JuminResult == 10)

{

JuminResult = 0;
}
if (((Juminar[6] == 3) | (Juminarl6] == 4)) | ((Juminar{6] == 1) |
(Juminarl6] == 2))) & (((Juminar{2]== 0) | (Juminar[2] == 1)) &
((Juminarf4] == 0) | (Juminar{4] == 1))))

{

if (Juminar[12] == JuminResult)
{
MessageBox.Show("F711 5.1 2
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