http://dx.doi.org/10.5392/JKCA.2013.13.04.017

ols = = o
x| HE MHE 0|88t SIP E3ZA S wot
Countermeasure of SIP Impersonation Attack Using A Location Server

00|, HAs|

erErek ARAYeR e kot

Yun—Mi Go(alice8105@dankook.ac.kr), Kyung—Hee Kwon(khkwon@dankook.ac.kr)

SIPS] Hok ASKAE ol §8 SFAL FARE slelg 33 53], A AZAIE FolaA sho] AL
A SIS & ¢ glene ol it S Yol AFAL, A & Sz AITAE B
H 8% WA A0 @ F From i
zlow. v A4 Al FEsh EAleaL
]% HXP—T'—ﬁ oz by o}oq oA

o
é(‘

kel
HIAIAE /\l’*‘/‘hﬂr o] 7"
FEi7F obd 1A AR Aquo] A7H

B SA ISP YEEA | E2 X HAK| | x| HE A |

O>"

Abstract

Impersonation attack, based on vulnerable security of SIP, facilitate a intruder to take malicious
actions such as toll fraud and session hijacking. This paper suggests a new technique for a
countermeasure. When receiving a register request message, registrar checks whether the value
of Form header or the value of Call-ID header is stored in location server or not. If the record
containing either of them are stored and periodically updated, we regard that message as
impersonation attack and discard it. Since this technique uses the information stored in server

instead of adding encryption mechanism for user authentication, it can easily build securer SIP
environment.
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