http://dx.doi.org/10.5392/JKCA.2016.16.08.090

AOEZE IRFYEE 0|t kst 1el7| 22| wet

Secure Management Method for Private Key using Smartphon’s Information
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Abstract

The 3390 million people, around 83% of the adult population in Korea use smartphone.
Although the safety problem of the certificate has been occurred continuously, most of these
users use the certificate. These safety issues as a solution to 'The owner of a mobile phone
using SMS authentication technology’, 'Biometric authentication’, etc are being proposed. but,
a secure and reliable authentication scheme has not been proposed for replace the certificate yet.
and there are many attacks to steal the certificate and private key. For these reasons, security
experts recommend to store the certificate and private key on usb flash drive, security tokens,
smartphone. but smartphones are easily infected malware, an attacker can steal certificate and
private key by malicious code. If an attacker snatchs the certificate, the private key file, and the
password for the private key password, he can always act as valid user. In this paper, we
proposed a safe way to keep the private key on smartphone using smartphone’s unique
information and user password. If an attacker knows the user password, the certificate and the
private key, he can not know the smart phone’s unique information, so it is impossible to use
the encrypted private key. Therefore smartphone user use IT service safely.
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