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Abstract

With the development of information technology, Small office Home office(SOHO) is picking
up. SOHO generally uses Wi-Fi. The wireless LAN environment using 802.11 protocol is easily
affected by DoS attacks. To deal with these threats, there is Wireless Intrusion Detection
System(WIDS). However, legacy products of WIDS cannot be easily used by SOHO because
they are expensive and require management burden.

In this paper, Smart WIDS for SOHO is proposed and implemented on Raspberry Pi2. And, it
provides the interface for attack detection notice to android smart phone. Smart WIDS detects
Masquerading DoS and Resource Depletion DoS based on IEEE 802.11 so that we notice the
attempt of cracking Pre-shared Key(PSK), Man-In-The-Middle(MITM), and service failure.
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