https://doi.org/10.5392/JKCA.2017.17.03.231

o3 HEE= ol = =T =

HOt CEIZIME {e ERE flot CIE Z=nlgld U= 2

Ensemble Model using Multiple Profiles for Analytical Classification of Threat
Intelligence

wh Al Apo] v bekelah

Young Soo Kim(experkim@gmail.com)

T 7199 Het Alzdlo 2R FREE Het d i S I Fike g Qla) 7))

Ao Frketal k. B dHloE o] Za|abatel ok cheFst

T A A 7ol - 9l HelAba AR thekelA oL giek o]of wheh mek el
o] e} JgsHA FAREAALE apdE BRE 28

A o) o ZABl HeAtas FARH ) HeAt

23 s 220l S Jfeel, o] 2 &gato] Het odadAs AL Y Al £33 B

S MAsHs U T2 7k GAE ZAlS AR AgF Rl

S arpAom BT = gloh AR

k
)
QL
g
>
N
jins
|

rlo

o
fo
4
L)
Rl

Loy
ol

o0 Y ot o
m
i,
b
of\i

o
i
:(.)I:'
R
rio,
=2
=
ot
S
>~
B
Kt
o
_P«
o
off
:(.)I:'
=
fr
Ho
i
:(.)I:'
~
>,
&
|

o
fd
o
=
%0,
rir
et
__(})g
>~
>
kl
lo
-
oX,
o
tlo of
e r
o
oflt
S
S
rir
=
fu
Ho
)
:<|)1:1'
~
>
fl
=
=
Ho
S~
>
e
o

]
ot
0z
<
=
fnk
=
m
Ho
re
ro
g
o
)
[>
o
or
>
=
i
El
e
0o
0x
[T
H
2
~
=
ol
o>

Abstract

Threat intelligences collected from cyber incident sharing system and security events collected from
Security Information & Event Management system are analyzed and coped with expanding
malicious code rapidly with the advent of big data. Analytical classification of the threat
intelligence in cyber incidents requires various features of cyber observable. Therefore it is
necessary to improve classification accuracy of the similarity by using multi-profile which is
classified as the same features of cyber observables. We propose a multi—profile ensemble
model performed similarity analysis on cyber incident of threat intelligence based on both attack
types and cyber observables that can enhance the accuracy of the classification. We see a
potential improvement of the cyber incident analysis system, which enhance the accuracy of the
classification. Implementation of our suggested technique in a computer network offers the

ability to classify and detect similar cyber incident of those not detected by other mechanisms.
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