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Abstract

Currently, the user authentication technology used by users to access multiple applications
within an organization is being applied with ID/PW-based SSO technology. These user
authentication methods have the fundamental disadvantages of ID/PW and SSO. This means that
security vulnerabilities in ID/PW can lead to periodic changes in PWs and limits on the number
of incorrect PW inputs, and SSO adds high cost of the SSO server, which centrally stores the
authentication information, etc. There is also a fundamental vulnerability that allows others to
freely use other people’s applications when they leave the portal application screen with SSO.

In this paper, we proposed an app-based 2-channel authentication scheme to fundamentally
eliminate problems with existing ID/PW-based SSO user authentication technologies. To this
end, it distributed centralized user authentication information that is stored on SSO server to each
individual’s smartphone. In addition, when users access a particular application, they are required

to be authenticated through their own smartphone apps.
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