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Abstract

As the current security monitoring system is operated as a passive system only for response after
an attacker's attack, it is common to respond to intrusion incidents after an attack occurs. In particular,
when new assets are added and actual services are performed, there is a limit to vulnerability testing
and pre-defense from the point of view of an actual hacker. In this paper, a new security monitoring
model has been proposed that uses multiple hacking-related search engines to add proactive
vulnerability response functions of protected assets. In other words, using multiple search engines with
general purpose or special purpose, special vulnerabilities of the assets to be protected are checked
in advance, and the vulnerabilities of the assets that have appeared as a result of the check are
removed in advance. In addition, the function of pre-checking the objective attack vulnerabilities of the
protected assets recognized from the point of view of the actual hacker, and the function of discovering
and removing a wide range of system-related vulnerabilities located in the IP band in advance were
additionally presented.
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