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Abstract

As cyber attacks and crimes increase exponentially and hacking attacks become more intelligent and
advanced, hacking attack methods and routes are evolving unpredictably and in real time. In order to
reinforce the enemy's responsiveness, this study aims to propose a method for developing an artificial
intelligence-based security control platform by building a next-generation security system using
artificial intelligence to respond by self-learning, monitoring abnormal signs and blocking attacks.The
artificial intelligence—based security control platform should be developed as the basis for data
collection, data analysis, next—generation security system operation, and security system management.
Big data base and control system, data collection step through external threat information, data analysis
step of pre—processing and formalizing the collected data to perform positive/false detection and
abnormal behavior analysis through deep learning-based algorithm, and analyzed data Through the
operation of a security system of prevention, control, response, analysis, and organic circulation
structure, the next generation security system to increase the scope and speed of handling new threats
and to reinforce the identification of normal and abnormal behaviors, and management of the security
threat response system, Harmful IP management, detection policy management, security business legal
system management. Through this, we are trying to find a way to comprehensively analyze vast
amounts of data and to respond preemptively in a short time.
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