https://doi.org/10.5392/JKCA.2021.21.06.051

AUHCI= CldiojA EOkS 2let SDN HE A| 1ljAfet
Considerations for Applying SDN to Embedded Device Security

M, Ay
AAFHRHL TR, AYTANSTL FHALA NSNS

GeumSeo Koo(goodman4009@gmail.com)’, Gabsig Sim(gssim@gnu.ac.kr)™

AFZRIE T lgolE 1T AFAE0R A 43 A H ATl Thrst duTE Tlutol A7t 7]
Sasdom 275k Utk ol 3 glolA A Aw
$% 7Hs Aol o3 9lom Bete] 91y ESH S715HAL itk AHTIE tulel Ak StEgloliy Y=
S BE AR HhREe] dAeA Bet o4t WA s ekt e AAkE A 5 A A|ofe)
E42 7HAE Bl 7)149] B8P} o|Roix) A e Aol YRl Bt 7]He Hgalol ojele
o mEch ¥ AT AL YHTIE Trtolio] SDN 2§ A Hokda WA /M BAET 1AL A
ﬂ‘i‘iﬂh f=glo] WA gojsto] Pt BREA] BA|, QEERS THAC] B4, SDN AEEH
24 E40] W2 AE weistel AASHth SDNE dole Ba|olst Alo] Ba|9le 247 Belstel =
*}0101] nzote Aol AE Agote] FAS TEHOE Aol 4 gon w2 wslo] 3] ojele
71E MED 71goIde] Here] @A) g 4 Sck

B 340 | YHCIS CIH0|A | CiHIO|A HOH | ATEQI0 Ho| HERT | QEZZL | 2t=H|2|I}0| |

Abstract

In the era of the 4th industrial revolution symbolized by the Internet of Things, big data and artificial
intelligence, various embedded devices are increasing exponentially. These devices have communication
functions despite their low specifications, so the possibility of personal information leakage is
increasing, and security threats are also increasing. Embedded devices can have security issues at most
levels, from hardware to services over the network. In addition, it is difficult to apply general security
techniques because it has characteristics of resource constraints such as low specifications and low
power, and the related technology has not been standardized. In this study, we present vulnerabilities
and possible problems and considerations in applying SDN to embedded devices in consideration of
structural characteristics and real-world discovered cases. This study presents vulnerabilities and
possible problems and considerations when applying SDN to embedded devices. From a hardware
perspective, we consider the problems of Wi-Fi chips and Bluetooth, the problems of open flow
implementation, SDN controllers, and examples of structural properties. SDN separates the data plane
and the control plane, and provides a standardized interface between the two, enabling efficient
communication control. It can respond to the security limitations of existing network technologies that
are difficult to respond to rapid changes.
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AEAEY(oT: Internet of things)# AFA%
(AL: Artificial intelligence) 121 H] dH]o|E|(Big
data)® = 42 AFEHA Il thgt AT
T gHlolAgt mHY 7)7|7} 7|sla4A o R FUtet
I e FE9 dHtE qﬁ}o]ét At gaag

AFE H AFoE 32 ARFRIoE QIEY 59
B4l 7152 ERStL Qlo] A% ﬁx_iﬂ 7HQ1 A H 9

2 7Fs8T B9 9ol A&H g F7lsta Q)
tH112]. FHIFE tHle] A= E2ERI stEgo] T

NAEE HEYIE 5T AuA7R] FES] &A
oA Bt olf7t A Zhssith AHHE Hulo] A9
AvtAQl EAL HE AFE v AAS A4 5
A Akel EAE 7HAM B 7|&9] #ESL olF
OJR|A] k2 AJgoluE IukHQl Het 7|HE 8]
719l olglgol wEr

71& AHtE Hufo|Ao] HokS A-E5r] LA
SSL(Secure Socket Layer), WISL(Wireless Transport
Layer Security), IPSec(Internet Protocol Security)
59 Het 71HE AESkRNt AHY A|oke] B4 wi=
A F7¥ete EdE 59 &0l th3sk7] oA 4
Egoj&Ql ZHollA tigo] "asit

B Ao A YHtj= tiuto] Ao SDN(Software
Defined Network) &-& A] ¥4 753t B4} 10
ARE 12F B4 9 AA 34E AEE Ve R
AAgtet, SDN2 dlol8 Z&Rl(data plane)2t A|o]
Zd%(control plane)& Z+Z+ Ee|sto] & Atolo] &
231 QIE|Ho|AE ALl EAL §8FoE A
ojg &= Ut Wt g5 ol A HUEA 7]
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1. HOt7|H

ARERIEY Althe] i B PHtiE tHfolA
o] 97} —7]—0]-_7’_ Rom Al 7159 7= 79l
BEY /4= 7Hs/d B3 F7telaL Atk 71& #E
AT AFE 7159 He 72 A 2ke] EX o]
Ue Y E A} Zolrt glorg FUgE g
A gl FHAZF A8} AT E tuto] A9] Uk
Aol ERL xAF AAY, &Y, 4718 Solt} oly]
gt Eog AriFog w2 Het] HordS 7IR|aL
At

HQEY] 7|2l EX ARRZ HolH9 74X
(Confidentiality: ll:E(DlSClOSUI‘e)E HE|Q] H3),
glolg FAX(Data integrity: H7(Alteration) &
BE9 B3T) 7IA(Availability: I (Destruction)
2 RE9 B35)9] 37IAE oulsh EofA CIAZHL
et

A= tuto]lAl] HQM HEskeE VE F
SSL(Secure Socket Layer)[3]l2 E&hA(Browser)
o AH(Server)Zt AB3HE Aok HIHA LarejE
7|5te] 7l&R BU71E Al Easte] H[dsE 7t
AR o AZE SAGHA] Eoke 71eE ARSETH
SSLE HIAA O] Z(Netscape) Al Al 7idk=]o] AREE]
lom A EFOCZ 5AE 0] TLS(Transport Layer
Security)2 °]go] ¥AE N A Ay 3o
Ae FHY9 B4 Hdes  ge H¥sE
WTLS(Wireless Transport Layer Security)”} AR&
Hrt

IPSec(Internet Protocol Security)[4]2 IETFOIA]
HEIRE MEYA ASY He ZREZEA 453}
71&& o8t IP A (Packet) THZ HolE ¥z
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B2 9 2Y 715& AT [PSec?] 762 AH,
ESP 2719] ZREZE /=™ AHS}F ESPeF &HA| oF
33} 715 #Yste IKES 372 & Aeoh
AH(Authentication Header)= dlolg £A412+9] 9l
= o485t Tlolye FEAALE HAe] AYT
(Sniffing) & siF Tl°lEHE oAl EUl= A 54
ut=t}. ESP(Encapsulating Security Payload)® &
A7) QI ol AS3HE ATt 71U &
Agtt}. IKE(Internet Key Exchange)= 7| w02
BAl AIZEY] HoF HAE fAIsh 8AIRtS] Heks &
A&t

OSCAR(Object Security Architecture for the
Internet of Things)[51ol4= A A2kHQ1 CoAP
L= FAoA b7t AFU(resource)?] 833 S
< 95t DTLS 715k9] QFAgt Ad 9] B4l vPiE Aljt
BT}, OSCARE XK Producer)@t 4HAH Consumer)
Atolo] QIF AW (Authorization Server)& FolA] H
A A 2 HESS HAE SoiA] F & Aol
AUF, far 973 E SHES HIED ks $P5t
= QEHelA TS gt FAAAVERA
(WSNS: Wireless Sensor Networks) 2304 &
T Aolof] wE= Ho|H 9] =7} oFE o2 HE A
AlF] FHIYE Hulo]AE HYsly] 3 SHoR
733t AS3t duHES o854 wiE= HolH
9] &-E53l WiE Attt
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3 34 o gl 2 4 geo F% 34
ol Slom A|AHl AlojEE HH9f tuto|A9] F8

glolE%t 7]l HEF fEEh

HE 1. Common attack method

Software Attack Hardware Attack

virus, worm de—packaging
software weakness SPA, DPA
buffer overflow timing

low cost, easy to access. high cost, difficulty access.

2. YHICIEAARISl 34 2]
LRHHRl AHHE o] Et 54 FaE &
ZE o] W sh=gof oA HAuErHe]. AH

T tuolaol o] AuAel B4 FA fHL (B

gHog 2 4L HS BRIt} Ho|HA(Virus)2t
B(Worm) &3 BIOS 34& 92 & 5= Utk 271
BIOSE= ROM(Read Only Memory)oll A& =0l Z&
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3. SDN(Software Defined Network)

AT EQo] Ao YEYA(SDN: Software Defined
Network)[7-111[17]1& £2ZEo]E 7|4t E ol
A= A4 HE3 Ao] HEE Eeoto] TEstE=R o
Z9o 718ke] YIEEQA Alojof] v]sl A&/l &2 2t
At YEF 7|&olct. HEYA Alo] 7|s0] £
Al YEYAS} ReEo] JlouR =EHoRr YE
3E FEota Aojd 4= o teFet YIEYT A
HIAS S35k 4= Qlt}. 7/ APIE E-85}o] HEL
g 7sEE EESGH AZEJR FHo| ks
SRR QJHITE tHlo| A FARRE J& F5o R
AX7} 22k steglofollA] A= &8 7Fsoitt.
SDN9| 7|12 3z (2% 1)3 gtk

APPLICATION LAYER ‘ [
‘ Business Applications

CONTROL LAYER

Control Data Plane interface
(8.9., OpenFlow)

Network Device

INFRASTRUCTURE LAYER

Network Device
MNetwork Device

Network Device

1% 1. SDN Architecture
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EZZ22(OpenFlow)[12][13]= SDNE FAoh=
S QAR Aol 752 71 Het YEYH A9
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59 Alo] HH(Control Plane)oll HAE 4 3lomH,
SDN 7]&o] A-&H

712 YEQA9} SDN9| Aol¥g [ 2] 7HFsHA
A ofyct.

HE 2. Previous Network vs SDN

Section Previous SDN
Network Aspect Hardware Software
Composition
Initiative H/W vendor user
Openness close open
Compatibility Vendor Protocol Standard Protocol

- Inefficiency/ Efficiency/
Manageability High cose Reasonable
Technology Vendor User
Acceptance
Market fairness Monopoly Fair competition

. ®LHE

& AolA= SDNQ 7|58 E4E viges JHY
E fufolio] 2§ Al A 7hett EAIRET ABARY
= AXRIT WA 2kzd|2juto] Z]ute] grgofA iy
UMininet) AH&3to] 71| HEAD &3 +4
Sk WS el Akl AAl A8 A 2 Tk
T EARE AvEd BEo® SDNO| FXUEE
25 FAsto] ekzvEiuto] EollA Bt 28 A &
g 7hsdt M nEARRE AAIR.

>

1. 2tZH|Z|Io| 2Z0 OjLY AX|

FHITE HHlo]A F shul g=Hgnlo][14]= B
= U= YRt = mto] A4 AR
£ AR8S A5lu S EXoz st A48 7|Eo|H
4] SBC(Single Board Computer)o|t}. #HFEIS] F
A& T 8AE BF T QoA 247 HAFEHE
BT W2 7HH 08 ARgo] Kol girt. 2k 2jd}
ol9] 7|& EJAA= B2 7158t Raspberry Pi
0OS(o]Aof Raspbian©|g} -5, Debian Buster with
Raspberry Pi Desktop, Release: February 12"
2020, Kernel Version: 4.19, Size: 2.983MB)E A|
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Tl =HEjuto] 3-4] SHjo]R|(www.raspberrypi.org)
[11]ol4 FEE o2 9 HX)7} 7Fssith E3
‘Raspberry Pi Imager's 53+ A= A|Fsict. 2=
H2uto]3 2 BO| 7|& AR (& 3] Zth

HUdMininen)[151> L¥&Ql AFEH &4 5ol
A OpenFlow HEQAE F4sl= o=dols =&
Jog HA 7MY Y ERF 34 /0] 7FssiH
VMware Workstation, VirtualBox WollA A==
Virtual Machine& TH2E 755t} gf=H|ejnio]
o] SDN 8L a4 uY(mininet)S X5}
the WS 7] diotal ghzH|euto] A4 3
oA LA 7heT BAIES A

AR AAE o] 7|Hteg 7k Aotk

E 3. Raspberry Pi Specification

Name Raspberry Pi 3 Model B
CPU Broadcom BCM2387 SoC 1.2GHz ARM
Cortex—Ab3 64bit(Quad-Core)
GPU Broadcom Dual Core VideoCore IV
Memory 1GB LPDDR2 SDRAM
Memory
Shot Push/pull SDIO
Ethe‘rglet/W 10/100 BaseT ethernet socket
USB 2.0 4 * USB 2.0 connector
/0 26 GPIO, 1 Uart, 2PWM CSI & DSI, 1 SPI, 2 12C,
PCM/i@s,
Connector 40-pin 2.54mm(100mil) expansion
GPIO
header
oS Windows 10, Linux, Android
Power Micro USB Socket 5V1, 2.6A

19H4: RaspberryPi2l GithubolA MininetZ £A).

pi@raspberrypil~$ sudo git clone

git://github.com/mininet/mininet.git

294 Util HEEZ ol

| pi@raspberrypil~$ cd mininet/util/ |
3 ofef ¥4 F StE ARESHY] install.sh &

SYES 49

| pi@raspberrypil ~/mininet/util $ sudo ./install.sh v |

Option 1: Basic Install:
Option 2: Install everything:

| pi@raspberrypil ~/mininet/util $ sudo ./install.sh -a |

| pi@raspberrypil ~ $ sudo mn |

8 ol & A9 F Y SAER A"
EEZX7L YA o]F SAE 719 A HIAE
sl2H "pingall" ¥PEE ARSI Mininet SEAl
“exit’E& ARESItE. OpenFlow 7]4HEe] SDN #-80=
SDN Control Software= 29129} 2H9EH &
OpenFlow A|¥ AHIE 5% HSH 2= AlUSHA A
ofg & glom A58 LS 7|HEo g H|-go] 4.0}
A 9 4lE/gdo] F76HA Hrh

gt=2H|gjmto] 7|9te 2 SDN =9 Al st=gjlo] T
58 SDN 124 EAE dAZo s AWEHA 1
AFGE A g

2. SDN O}7|ElXN 24

gtz atolo] @ EE22(Openflow) 715t
SDNZ A& Al 4 7hseh BART Bt 12Akg)
< (3% 219 SDN9| #x[17]¢F 938 EAo= +
Eoto] A AR

QEZZR9] A= SDNE 3= dEded <
Elg|o]A 24 ONF(Open Networking Foundation)
oA 7t EFo|t}, SDN $42 WEddH 4 Y E
A7 FPolg oA 12 £ Sl= 73 QUE
Ho|A7} REEoiAok &t ol oA LEEES-
(OpenFlow)7} AH&-Et. ol Z#%(Data plane)
7} Ao} E(Control plane) Atol9] A4 AT
Sast A packet routing® @2 AFEof
routing WHE T2 & = Qo IEQIS) ¢
B 7HEE 9E 4 glom UERIFE 9t & 4= gl
=g

EZ5-9(OpenFlow)[12][13][18][191= SDN<&

TS s 24EA Ao] 7l5Z 7 AH|e Y E
A7 2912) 2k BAE HEols EE QI H o] A0 5
Fohs ZEEZo|r}h QEZZ L SDNE Aot
L2y 7FsTt APIZA] AZEoje} A9)%],
B T HESHA AHol Ay HAKsiA =ZAD
(Forwarding)¥ A|ol(Control) 7152 AS+xE &
g)oto] HEO] IR EFS AFTrh EFF ARAL A
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Hn

9] 29" (Routing) F1FE Hold A= 4%
o] 7}sstER AHlo] g o R Edjd Aoj7} 7hs
Stk

EE29E JIEEYY AYXE FAHEH Ao
Z#Q(Control plane)& AZLE0|Z HEEZR
TSI HloJ8 E#9l(Data plane)> 2EEES =

ZZ U2 gske L2 291 %‘Eﬂi A
o}

SDN2 2EZZZXOpenflow)et 22 713 API
£ 59l HERTY EdY dd 52& ATEY]
7|8kRI SDN HEEZEZ A T E Aotk

SDN AZY 7|& 24+ 34 SDN Layer®?t SDN
InterfaceZ Yt} SDN Layer?] 7]&842 SDN
Application, SDN Controller, SDN Datapath® 4
dr}. SDN Application HIERT 37 A HE
93 522 NBI(Northbound Interface)E S3lA]

o of

SDN Controllero] A@&og Adsl= ZZIo]
o} 3L 5ol SDN &g Aol =& st ol
9] NBI EgfolH& 1AJ=m ZH2k9] NBI oo|HEE
Bl oht ol Al & NBIE AlF3iTh.

SDN Controller= SDN Application A2 8+
AFFS SDN Datapath® #3513l SDN Application
o YELF F43LE AFste 9T FH5t =
Hog 3% HAEsE dEEolt). E3E sk o4t
NBI ofle]xE2} SDN Control Logic ¥ CDPI(Control
to Data-Plane Interface) =2to|H g2 FAE T}

SDN Datapath+= 83158 A<(Advertised Forwarding)
4 Hlojg] A 7159 7HAsket Fet gl AlotE Al
Bk =24 YEQA AlojA|olw CDPlo]HES}
sk olde] Eig x9d <X AELL 07 o9 E
A A 7508 FEEH

SDN Interface?] 714242+ CDPI(Control to

o | SDN Application” SDN Application* SDN Application
c
o LA 4] Bl
= SLAS
5 m m |
]
)
M
a
a = B .
< 3 B EEah,
= =
S Cl] SON NorthboundlnterfaceslNB's!
o= e -
833 = -
=SHEEE |
= = b < E -:| ongitude =
@ SDN Controlle _E
E Expose Instrumentation, <
S | statistics and events up o
2 | _Translate req’s down £
LS) ___1_—--—~—--—. Configure Policy E
Enla ree Beh: avior Maonitor Performance S
lr\w lewed (= trl (=
l . D I(u or -]
[rmt]'m fuk |:I Y s
Statsand Fau < 2
- - SDN Control-Data-Plane Interface (COP1)
- = = » Y- -
T - — r -
Network Element o Network Eiemem\
)
5 | SDN Datapath * ¢ SDN Datapath *
-
] L
Element
‘ selup

¥

ndicates one of more nstances |

* indicates rero OF more

» it ances

3 2. Overview of SDN Architecture
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Data-Plane Interface), NBI(Northbound Interface),
Interface Drivers & Agents, Management &
AdminO & Ut

CDPI+= SDN Controller®t SDN  Datapath7tof]
9] & QlgHo|AolH HE 2 Ao tsf| T2
a9 A0 & Aofste] 7153, AR, o|HE
S A3

NBI+= SDN Application® SDN Controller AH°]
9] QIE|Ho| Aol UutHog 24 YEQAE 7HA
3= AlFota YEXA 52 9 274N AH 7Y
g 4= Ut} olEEt QIEHlo|AE Aol FEH ]
02 A% 29 7t wAleg T3,

Interface Drivers & AgentsoA] Z} Interface®=
driver-agent %02 JAE} Agent:= d&(southern),
oldjzol Auzts YEMN I Drivers £Z(northern),
9122l Applications WeRALE

Management & admin< Application, Control
9 Data Plane JFolA A== B4 S &
th g S04 AFAY SFlolE 7k H2YA
A B2, SYolAE | Fias o, EH u A
A, =214 9 2994 diEE 119] 92 s 2 AE
8 231 RE AEHY 4 So] ol sigHTh

SDN2 tlojg Zd?(data plane)d} Aol &
(control plane)S &5t EFSH QHTo|AE
AFste] B4 Aol 7162 tHFsHA Ao &= qick

3. YHICI= CIHIO[AON| SDN ME Al I2iAfet

SDN2 7Hd #E AZEQolE 7|Hog YES
3E Ao 4 9o 2 FA4LS AlBslt. SDN
< YHYE Hutol ol & Aol A+ Ak A
7HA3l QleBE SDN9| x4 EAH YHH=
tjulo] A9 EAS sl A sfofgith. AHtA
tjuto]A @tol|A] ol L8 T Q= ErRH|Ejntol3
o4 B 7|9to 2 SDN 34 & A] AR ot
oF 2t

o

3.1 Qto[mo| Eo| ForH

- Fopa:

olojuto](Wi-Fi) FY F2H<1 FHIH)
Kr00k(CVE-2019-15126)

SERE:

KrO0kE H2Z=#H(Broadcom)d} Ao]ZTIA
(Cypress)7t AZsk= oA EA =9l i
A9 Y EYA BAE E-A=(all-zero) HE 35t
712 Aot FZo] 4FotH FA HEHA

A2 .

ARG
g B zdestol3)0] 483 A9 doluto]
gAHe] et WX wa

32 92229 TaMel Hopy

- F%d

1 OEET 9L Qlero]A0] 9 ANHH O Fa3t
AL kL YA oy T= Sof dhat
u7h B8] 294 94 %S,

2. QEBZS X EFo| YU Huto]LoAt
Hool2 78 Hv] sj=9o] Aojg el
Hord 24

- 3459

DDoS(Distributed Denial of Service) 542
“EAE A A ARTR FA] o oA WAk
DoS FZo|t}. Uutd o= opy AL EQofjof e
Eo] A E 4n] 9 AH AAE FA 5]
A9 A 58 olE g5t §l AAE AL
&% & gA e A A2l A= dHidE o
Hlo]A PojlA= o] & IFF Wsli7t o A4 4= Qitk

- TR

A4 Aoto] Sl YMIEIE TlEel s Tio R 9
E29 29X U 0ZE2Q YEYIES Ao| A
Zhagt ot Wasich wek A4 YEYAE &
ot A=Y Bd9l0] A2 AR FADoY)
o] WARIChA HA| YEY G Wobd] ela
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A AR BV B2 &5 A5k 7hsAdo] £t
S oM FE To FHoE AE {E TMeAE
EAjaIc,
Helol wlol8 £29] 49 UART port, JTAG,
Flash Memory Dump, Update packet sniffing
o o8-

3.3 SDN #HEE2{9| FU4H

Fekd:
SDN Controller?] £9F H=35tH 1% 9 Az o
2 982 34 A HFY A

SDN HEEHY PJFE ZFo] gk A7 de
st 7]E2 0 & [DS(Intrusion Detection System)
¢} IPS(Intrusion Prevention System)2.& t-3-5}
I HE 20 Jede] A7 IAYstE Bt
T 5 s WY FOoE tf3Eith

3.4 SDNQ| =X FoFH

- FoFR:

1. [2¥ 2]19] SDN %9} Zo] Control plane¥}
Data planeQ & Uo] TEjEug ok By

2. TLS ARgoll wE dhesh T4

- 3E%3:

TCP(Transmission Control Protocol) AR&-C. &

37 34 (Man-in-the-middle attack) ¥4 7}

5. A 342 BA4I5taL Q= Control plane®t

Data plane Atojo] 7]oj&0] A2 wdsh= FE

£ v

2329 (Spoofing) FHLE F4 JHE &of HA

Q) Auls

- ARk

TLS(Transport Layer Security) ®QF T2 EZ 2
20 HhsH= &0 X990 & TCP(Transmission
Control Protocol) AR&-02 QIgt 712} T4
5. S=HlE]gto] 719k} SDNOJA DDoS 34&
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