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Application of Integrated Security Control of Artificial Intelligence Technology
and Improvement of Cyber-Threat Response Process
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Abstract

In this paper, an improved integrated security control procedure is newly proposed by applying
artificial intelligence technology to integrated security control and unifying the existing security control
and Al security control response procedures. Current cyber security control is highly dependent on the
level of human ability. In other words, it is practically unreasonable to analyze various logs generated
by people from different types of equipment and analyze and process all of the security events that
are rapidly increasing. And, the signature—based security equipment that detects by matching a string
and a pattern has insufficient functions to accurately detect advanced and advanced cyberattacks such
as APT (Advanced Persistent Threat). As one way to solve these pending problems, the artificial
intelligence technology of supervised and unsupervised learning is applied to the detection and analysis
of cyber attacks, and through this, the analysis of logs and events that occur innumerable times is
automated and intelligent through this. The level of response has been raised in the overall aspect by
making it possible to predict and block the continuous occurrence of cyberattacks. And after applying
Al security control technology, an improved integrated security control service model was newly
proposed by integrating and solving the problem of overlapping detection of Al and SIEM into a unified
breach response process(procedure).
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