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Improvement Mechanism for Automatic Web Vulnerability Diagnosis
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Abstract

Due to the development of smartphone technology, as of 2020, 91.9% of people use the Internet[1]
to frequently acquire information through websites and mobile apps. As the number of homepages in
charge of providing information is increasing every year, the number of applications for web vulnerability
diagnosis, which diagnoses the safety of homepages, is also increasing. In the existing web vulnerability
check, the number of diagnostic personnel should increase in proportion to the number of homepages
that need diagnosis because the diagnosticians manually test the homepages for vulnerabilities. In
reality, however, there is a limit to securing a web vulnerability diagnosis manpower, and if the number
of diagnosis manpower is increased, a lot of costs are incurred. To solve these problems, an automatic
diagnosis tool is used to replace a part of the manual diagnosis. This paper explores a new method
to expand the current automatic diagnosis range. In other words, automatic diagnosis possible items
were derived by analyzing the impact of web vulnerability diagnosis items. Furthermore, automatic
diagnosis identified possible items through comparative analysis of diagnosis results by performing
manual and automatic diagnosis on the website in operation. In addition, it is possible to replace manual
diagnosis for possible items, but not all vulnerability items, through the improvement of automatic
diagnosis tools. This paper will explore some suggestions that can help improve plans to support and
implement automatic diagnosis. Through this, it will be possible to contribute to the creation of a safe
website operating environment by focusing on the parts that require precise diagnosis.
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