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Abstract

In this paper, we present the development of a
JavaCard for public key crypto algorithms and its
performance  evaluation. To make a high
performance for the public key crypto algorithm
such as RSA and ECC on a JavaCard, we have
implemented a crypto coprocessor in hardware and
ported it to the card operating system and virtual
machine environments. The performance of the
public key crypto algorithms on the JavaCard shows
that our JavaCard is suitable for IC card
applications which needs high performance and high
level of security.
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Crypto-coprocessor
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32‘_;’ Crypto API usage

// Build Key Set
publicRSAKey =
KeyBuilder.buildkey(TYPE_RSA_PUBLIC, 1024, true);

/I Initialize RSA public key"
ipublicRSAKey.setModulus(n, testRSAOffset, 1024/8)
publicRSAKey.setExponent(e, 0, e.length),

//Get cipher RSA instance
RSA cRSA_NO_PAD = Cipher.getinstance((byte)0x0C, false);
// RSA Encryption with public key
cRSA_NO_PAD.init(publicRSAKey,

Cipher MODE_ENCRYPT);
c¢RSA_NO_PAD.doFinal(*),

// RSA Decryption with private key
c¢RSA_NO_PAD.init(privateRSAKey,

Cipher. MODE_DECRYPT),
cRSA_NO_PAD.doFinal(*);

// Build Key Set
ECC_k Key =
KeyBuilder.buildkey(TYPE_ECC_POLY, 163, true);

// Initialize ECC parameters®
ECC_k_Key.setScalar_k (k, testRSAOffset, 163/8)
ECC_k_Key setPl(x1, yl);
ECC_k_Key.setA2(A2_xval, A2_yval);

/IGet cipher ECC instance
ECC |cECC_NO_PAD = Cipher.getInstance((byte)0x0C, false);

/I ECC Encryption with k value
cECC_NO_PAD.init(ECC_k_Key,

Cipher MODE_ENCRYPT);
cECC_NO_PAD.doFinal(*);

/{ ECC Decryption with s value
¢ECC_NO_PAD.init( ECC_s_Key,
Cipher MODE_DECRYPT);

¢ECC_NO_PAD.doFinal(");
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To sign a message m, a signer 4 does the following:
Select a random integer k from [I, n-1]
Compute kG* = (x;, y;) and r = x; mod n
Compute k' mod n

Compute e = SHA-1(m)

Compute s = k'fe + dTr} mod n

If s = 0 then go to step 1

A's signature for the message m is (r.s)

NA W -

Sl
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* G is a base point on E(GF("))
¥ 4 is a random integer from [I, n-1] and
A's private key

g3 E 2. ECDSA A9 A% ¢ued
To verify A's signature (r,s) on m, a verifier B should do
the following:

1. Verify that r and s are integers in [I, n-1]

Compute e = SHA-1(m)
Compute w= 5! mod n
Compute u;= ew mod n and u; = rw mod n
Compute ;G + uQ t- (x1,y1)
Compute v = x; mod n
Accept the signature if and only if v = r

T0 = dG is a A's public key
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RSA ¢z 3} 1.8 sec | 56msec 32
222 4 |1.004sec | 15.6msec 64.4
ECDSA
(signature |1.032sec| 16msec 64.5
ECC| generation)
ECDSA
(signature |2.255sec|31.9msec 70.6
verification)
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