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5.3.1 Extended Simple Security Property (e-ss-property)
if mode=r(EM][s,0]), fp(s) = common and fr(s) = true
and fc(s) 2 fo(o).

5.3.2 Extended Star-Property (e-*-property)
if mode= a(EM(s,0]), fp(s) = common and fr(s) = true
and fc(s) £ fo(o).
if mode= w(E M|s,0]), fp(s) = common and fr(s) = true
and fc(s) = fo(o).
if mode= r(E€M[s,0]), fp(s) = common and fr(s) = true
and fe(s) 2 fo(o).

5.3.3 Extended ds-Property (e-discretionary security)
if (s, 0, a) € B, fp(s) = common and fr(s) = true and
a € M[s,0).
if (s, 0, a) € B, fp(s) = public and fr(s) = true and
fo(o) = shared and a € M[s,0].

6 ZE ¥ BRAP

B =EdMEe FA B Rt
o °"3}“ C}%';-C—T? Bok Al2Ho) A2
A ZRA27t A2 AfERA EAEE %
il"‘é‘i F3 "] "Hi TzA2E AT
S RAE o Arje HLA, F2A, 7]‘%
AE P, o) HAsy] 93 A3 Jte
AAEE T2 SH0lA Common F Public ‘3

=i A
°o

s
<
mmmW£

X o
U 2ol d 2

e A
H

L r_?_,

_l

5o, 4% l AHgA e Bt BEE A4S m;ﬂ
Jozaui day HAIEAS & F ‘ﬂl s}%h At
€ 71d<& BLP E'_?} 2 H(E-BLP)| A&t}

A o] £Ug HEY FAT elms LRAAS
74 Fol glon AL AAY A @A B
& 9% AFE AY=ojoF F FHAo|h.

At 2

E dFe 3% AEBAR FREY 7AH &

A, AgAEY gz FYPHJFUT

HuEs

[1] NIST, “An Introduction to Computer Security: The NIST
Handbook”, June 20, 1994.

[2] Peter A. Loscocco, Stephen D. Smalley, Patrick A.
Muckelbauer, Ruth C. Taylor, S. Jeff Turner, John F. Farrell,
"The Inevitability of Failure: The Flawed Assumption of
Security in Modern Computing Environments”, Technical
report, United Stated National Security Agency (NSA), 1995.
{3] Len Lapadula, “Secure Computer Systems: Mathematical
Foundations”, MITRE Technical Report, Vol I, 1996.

[4] Len Lapadula, “Secure Computer Systems: Mathematical
Foundations”, MITRE Technical Report, Vol II, 1996.

[5] John McLean, “The Specification and Modeling of
Computer Security”, Computer , Volume: 23 Issue: 1, Jan.
1990.

[6] Carl E. Landwehr, Constance L. Heitmeyer, and John
McLean, “A Security Model for Military Message Systems”,
ACM Trans., Aug. 1984.

[7] Frank L. Mayer, “An Interpretation of a Refined Bell-La
Padula Model For the Tmach Kernel”, Aerospace Computer
Security Applications Conference, 1988.
(8] 7% 9, AT LAAAE AT MAC H1AY
Z9 47 % FE, BIPRAGY SHeASLEE
&3, Vol. 17, No .2, 1990.

[9] Raymond M. Wong, “A Comparison of Secure UNIX
Operating Systems”, Computer Security Applications
Conference, 1990.

[10] DOD 5200.28-STD, “Trusted Computer
Evaluation Criteria”, December 1985.

[11] Daniel F. Stern, and Glenn S. Benson, “Redrawing the
Security Perimeter of a Trusted System”, Computer Security
Foundations Workshop VII, 1994.

[12] Dieter Gollman, “Computer Security”, Jone Wiley &
Sons, 1999.

[13] Edward G. Amoroso, “Fundamentals Of Computer
Security Technology”, Prentice Hall, 1994.

[14] Ravi Sandhu and Pierangela Samarati, “Authentication,
Access Contro}, and Audit”, ACM Computer Survey. 28, 1,
Mar. 1996. ’

[15] Michael V. Joyce, “Access Control and Applications on
Trusted Systems”, Computer Security Applications
Conference, 1992.

[t6] Sandhu, R.S., and Coyne, E.J., “Access Control:
Principles and Practices”, I[EEE Communications, 1995.

[17] David Ferraiolo, and Richard Kuhn, “Role-Based Access
Control”, Proceedings of 15" National Computer Security
Conference, 1992.

[18] ZAR, A &, ©ETF, olFY, “T2AL A=
of 7]¥ket 89 BLP RS A3 of7|H 3 HA”
TR EAGEN =E3,2001.

[19] Bill Neugent, “Where We Stand in Multilevel Security
(MLS): Requirements, Approaches, Issues, and Lessons
Learned”, Computer Security Applications Conference, 1994.
[20] Carl E. Landwehr, “Formal Models for Computer
Security”, ACM Computing Surveys, Vol. 13, No. 3. 1981.

[21] http://www.rsbac.de
[22] http://www.nsa.gov/selinux/

System

946



