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CGI Module - PHP 4.0
Database — MySQL

NIDS — Snort 1.7

GUI - ACID

DB Console — phpMyAdmin
F/W - Tcpwrapper
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2. Y ©X| AlAE (Intrusion Detection System)
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Host-based
(applications, logs)

Network-based
(Network Packets, Frames)

Itrusion |
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Anomaly-based
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# tar zxvf mysql-version.tar.gz

# configure --prefix=/usr --with-charset=euc_kr
# make; make install

fusr/local/mysql/bin T] 2] E ] o] A

# /mysql_install_db

# /safe_mysqld —language=korean &

# ./mysqladmin —u root password test1234

(root o] FEYEE B WAstedo} woh)

Snort DB & A& + e AMEA F7he
o} 2 dFGAME snort FE AMERE F
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CGI & A3 -PHP4.0

# tar zxvf php-version.tar.gz

# configure --with-mysql=/usr --enable-bcmath -~
enable-sockets

# make; make install

NIDS ] —Snort 1.7 (Snort 1.8 & DB W&
9] ApolZ ACID & o}F A48 + gir})

# tar zxvf snort-1.7.tar.gz

# configure --prefix= /etc/snort ~-with-mysql

# make; make install

# mkdir /var/log/snort

# mv *lib /etc/snort; mv snort.conf /etc/snort

#vi /etc/snort/snort conf

MEH=Z 23 £ pB 43¢ )

Snort DB 44 2 SnortDB ] Hol& A
mysql> create database snort; (snort DB A4 4])
/temp/snort-1.7/contrib. T] ¥ E 2] o} A}

# mysql —u snort —p < create_mysql (¥ ©] & A)

ACID 4%
# tar zxvf acid-version.tar.gz
# mv acid /var/www/html
# cd /var/www/html/acid
# vi acid_confphp (Snort DB A A2 A)

PhpMyAdmin 4 X|
# tar zxvf phpMyAdmin-version.tar.gz
# mv phpMyAdmin /var/www/html

Tcpwrapper A3 3]

inetd.conf, hostallow, host.deny }4& 43}
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B ADODB (database abstraction library)
®  GD (graphing functionality for phplot)
B PHPlot (graphing library)
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® httpd.conf 23

®  inetd.conf, host.deny, host.allow 2%
® snort.conf 4 F

® acid _confphp 23

1. httpd.conf A4 3
<Directory "/var/www/html">
Order deny,allow
Deny from all
Allow from 129.254 xxx.Xxx
</Directory>

2. inetd.conf 8 73

fip stream tcp nowait root /ustr/sbin/tcpd /usr/sbin
/in.fipd

telnet stream tcp nowait root /usr/sbin/tcpd /usr/sbin
/in.telnetd

host.allow % host.deny 243

host.allow => ALL : 129.254.XXX.XXX

host.deny => ALL : ALL

3. snort.conf 2 3

# database: log to a variety of databases
output database: log, mysql, user=snort password
=xxxx1234 dbname=snort host=localhost

4. acid_conf.php 4%

$alert_dbname = "“snort";
Salert_host = "localhost";
$alert_port ="3306";
$alert_user = "snort";

$alert_password = "xxxx1234";
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Jetc/snort ol A} =33
# snort —d —h 129.254.125.0/24 —1 ./ -c snort.conf =+
# snort ~d —D —h 129.254.125.0/24 1 / -c snort.conf
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