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The Class "PolicySourcePortVariable”

NAME
DESCRIPTION

PolicySourcePortVariable
The Source Port field of TCP or UDP
Packet Header

ALLOWED VALUE TYPES

. PolicyIntegerValue (0 .. 65535)
DERIVED FROM  PolicylmplicitVariable
ABSTRACT FALSE

PROPERTY none

The Class ”PolicyTCPSynVan’Eab]e"

NAME
DESCRIPTION

Policy TCPSynVariable

The SYN field of TCP Packet Header
ALLOWED VALUE TYPES

¢ PolicyBooleanValue
PolicyImplicitVariable

FALSE

DERIVED FROM
ABSTRACT

The Class "Policy TCPFinVariable”

Policy TCPFinVariable
The FIN field of TCP Packet Header
ALLOWED VALUE TYPES

: PolicyBooleanValue
PolicyImplicitVariable
FALSE

NAME
DESCRIPTION

DERIVED FROM
ABSTRACT
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[ 2] WhackAMole Pattern Signature

[ WhackAMole:TCPPort1;1;7;EMAILIWPOP ]
tcp any any > _homenet 12361
(MESSAGE:Whack-a-mole Backdoord]l o] A%
¥; FLAGS:S)
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Element (abstract) [PCIMe]
Policy (abstract) [PCIMe]
+——-+PolicySet (abstract) [PCIMe}
*~--PolicyRule [PCIMe]
+-——PolicyCondition (abstract) [PCIMe]
s SimplePolicyCondition [PCIMe]
*---CompoundPolicyCondition [PCIMe]
+---PolicyAction (abstract) [PCIMel
l+ ---SimplePolicy Action [PCIMe]
*---CompoundPolicyAction [PCIMe]
+--TPolicyVariable (abstract) [PCIMe)
= —lPolicyImplici tVariable (abstract) [PCIMe]
#---PolicyIPProtocolVariable [PCIMe]
+---PolicyDestinationPortVariable [PCIMe}
+--~PolicyDestination]PVariable [PCIMe}
+--~PolicyTCPSynVariable [NSPIM]
+——=PolicyValue (abstract) [PCIMe]
#-=--Policy]Pv4AddrValue [PCIMe]

- -PolicyIntegerValue [PCIMe]
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+---PolicyComponent (abstract) [PCIMe] )
+---PolicyConditionStructure {(abstract) [PCIMe]
#---PolicyConditionInPolicyRule [PCIMe]
*---PolicyConditionInPolicyCondition [PCIMe]
- -Fo]icyAcLionStructure (abstract) [PCIMe]
+—-—Policy ActionInPolicyRule [PCIMe]

%-——Policy ActionInPolicy Action [PCIMe]
+-—~Policy VariableInSimplePolicyCondition [PCIMe]
+---Policy ValueInSimplePolicyCondition [PCIMe]
+—--Policy VariableInSimplePolicy Action [PCIMe]

|+' -~PolicyValueInSimplePolicy Action [PCIMe]
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