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Abstract

This paper proposes a efficient way to use
Database that is constructed about attack-pattern.

For IDS that activate confrontation, we reconstruct
by Layered Attack Tree after constructing attack-
pattern by Attack Tree.

And then this paper has designed IDS that
Layered Attack Tree is applied, verified them.

L A&

QElle] gge wet FuUe 7 Aln dAE)
FHsA Frhstn Yok dEUE FEq {3 e
o W HIel dX feldfiAn HEHz s 7Y
ol t& =3 7Y BRALY BRI ARF
2z Fe] o AXA =HAow, ol uwe Il
o AR BF YAdME B} GHEa FL£H B
olg 9% HAAo vVEYR D Alxdd A F
A "o dejguelx= Y R IDS (Intrusion
Detection System)<] 7h¢ol] ¥23 ik, dz} DS
4 dFdME A2a" 299 B3 oA BIZT
HBYeEg v WA H2 AAE FHPstn Yo
[1]1 AH&=te] Mg} IDSE QAT Al Rag 2
°]7] A&l 7hAd RUHE S A% d77t L7 A0

B =EdAE 4%9 3 9L £A59 755
& dojgojAe AEE B} §8Ho2 DS F
£37] g8ty ojv] £3E T4 s dHolE oA
2 @Yyl 9 Hyoz AN YE  Attack
TreeZ EAMIAot[2], o|& N&H o2 HA7] 9
& WAoo 2 Layer 7149 Attack Tree2A9 A7M5
S Agoh =3 DS HEE& F5t Layer 74t
Attack Treed] o|d& AF§cl.

II. &+ w7

2.1 IDS (Intrusion Detection System)

Anomaly

Detection
Misuse

Detection

Confrontation

Data

warring
Corraction &

Log

2% 3 IDSe AdH A4

- 185 -



2002 = CH e X558 1A

=
=]

Rk

=
=27

H253 H1E

DSt Aladoly MEYA YL SHHLE ¥4
31 iAE Ruzr] A AFHE AagorA
A od ERAA A 2 FHAY AHEA
g 280 F8E A AL FHeE Fgu.
IDSe] 7Y 74L& 29 13 2k

a9 Y FA A2de Fx ¢ 2ands
71 A4E 994 B 554 gHE & ¢ e
oz wdsty o

2.2 Attack Tree

AR BAdel QojA rlEe A Al O 24
olgtx AAH wet T4 sede] i diojg ol
37 @3] ol Fojxu tt. EF oA +JE d
olE{Hlo] 25 oFA FHIL-uve WIeR HZ
Attack Tree Modeling® #o] AAIH 2 Ut

Attack Treet 7]2A 22 And® Or#AZE FAH
o egd g9 29 2 ¢ 29 39 2o

O Goal Go
{Go )
g AND G
/ﬁ——\ o
;T R o
{G1) (G2} eee [ Gn)
N N N G
n
a9 4
And-decomposition
Go‘; Goal Go
o OR G
G2
TN, LT P
(G1) (Ge) oo (Gn)
N N N Gn

2% 6 Or-decomposition
G AT BFE3 B o, Go Y37 84
And-decomposition®] A%l G, Gz .G EFE
Ao} 3= ¥kA Or-decompositiond B+ E Gy,
Gz, .., Go%® S A8ged Gol E8E & Yo
o olyE AAEL BgAoz Jegd 4 Urh =%
And, Or €41& E3t] Treed L ©o]E 5 Yr}.

2.3 Refinement of Survivable System
B Al2de] sldg 3 wHEcs MEFA AR

H3 Q= WP o2 Architectural Refinement Process
7} k(3] ol AZEY] L PR $93%

UYAE 2dg Bt AN2ge] Mo AHEAD wyeE
o2 Network-Based Attacks, Application-Based
Attacks, Data-Centered Attackso] tislix x]&£- oz
Survivability Planning, Usage Modeling, Intrusion
Modeling, Survivability Risk Analysis& 8t &
AH FAHLE 19 59 2t

1. Survivablifty Plsaning 2. Usage Modeling

Network-Baspd Attacks

fication: Al

enterdd Attacks

.« 4, Survivabiiity

3. intrusion Modeli
Risk Analysis "o

23 5 Architectural Refinement Process

II. Layer 7]¥ke] Attack Tree

Tree 7+2& %3l 33 dide dojgue|2E
A A$ FEd 571 AdAgE FHe deu
A&AQ AAFYE A% YAHY 2o Lo g5
g @47 Qo JYAY mde 39 e Tree
T 7lwrE F A A]de] o]Feoix & o] o}y
g FHo) wel AsHeoz BFsle A%HA AA
APL F57] W&ol Attack Treedl A U4y =
o AA YL A& Layer AdE AL&% Layered
Attack TreeE #|¢t3tt}. Layered Attack Treeol 7
$ol+= depth/l'de) obd Layerel 7idezs F7+& 2

A g Layerdl= 2 ©]49 depth& Z+ Tree +
Ze] duFo]l EAY F Ut FAAYL FZ9

Layerg& 7|4te2 o] fox5| Attack Tree2] ZHo]
Al AR E depthol EAste Tl Az Y
Layero] EA3te A-$ole Treedl X9 depths &
3oz 3FFo

I 6914 Holx UwkHd Attack Tree® 7%,
depth 39 #F3t= TreeE Holn glew depthd=z
7% 4% [Go, [Gy Gz Gsl, [Gs, Gs, Gs, G719 A
A Fez Us 4 ok bl 2y 794 Hol:
Layered Attack Treed] ASodle 71822z 29 6

- 186 -



IIHO

k<3

Hel IDSE F4s17| st 3AHER|9 vHEX M 7Y

9] Attack Trees} 22 FHE 7142 ey Layer
42 BF" A [Go [Gy, G3), (G, Gs, G7), [Gs, Gel
ol A FTY EF7 StERg

@ Goal Go

AND &
OR Ga

@ w e
— Ge
[\ Gs
AND  Gs

OQ () -

Layer 4 \

S

P

’G1)

Layer 3

Layer 2

2% 7 Layered Attack Tree
IV. Layered Attack Treed IDS &H4&

41 IDS AL Layer 7

Data Layer

File, Device, -
System L Application, — sloluia] g,
em Layer
vs ¥ Script 437], -

Network Layer | telnet, http, ftp, mail, ping, -

# 1 Classified Attack Tree Laver
2 =&Ae DSl H43&r] 43 Attack Treed
Layerg AHE&217F A3 & e A9 7 w2}
Data Layer, System Layer, Network Layer?] Al 7

Layer2 ¥ #@Th Layers] #7+ I2 22 2 A4

o AAG 8T AR, AF AAFAYS AT AAY
BEANE JIFEeR olFHew E 12 7 Layerdl
g3t Az=d 2Adg Fy3n Ao

4.2 Layered Attack TreeE A £3 IDS9 44

DS fF&4= BT IDS A&7t A A
B 238 PAstd 1 A8A4E o= A4}
At oA oHlES g 229 PAo] AY ANEE
71588 B¢ dAE FYsFed =50 He AL
Aol gt ddo] EA57] ¥5 Axz gL 219
AL u AL PHd &S TR YEA o
IDSo] 3§l Layered Attack Tree®] Z 8L olwiES]"
7159 EAHol glE o] oluel EYAHQ Algew
FE&FHE oWE HANE AF 2RE 7iteg A
8 ¢ e g% & FF0 dF e 2xe §¢
o gk EH FHe UL F Loz Jage
FH g BA A3 R B e xHoz ¥
% AFHA dgol s _

a3 89 Adele: gl ArgAI Muel 23
YE 5YS A4 F 49S A MYt 2572
doFA stE o E Holx %1‘3} 23YE HBdL 4
Pg 74 vy LWERL-E B3 B A9L F
5alo} REHoJok e Sﬂr"é"ﬂ q2de 399 A=
vz Zo] I YENI AAE ol gsluA e
A% dgAe v g Layerel whel IDSE YA 3}
A dAsd AP WA e Agate] Hoste F 7}
A XS g 5 Q. AFRgez ogoHy 5
Actn Fosls 2APEY HFPo] Y& A$, ¥E
132 Layerel 133t WEHNZ 249 A8 8
3= dolE] Layerdl a2t Alag U fdde= 3

WY 2L & & A= 4B ol 2Fe o
HeolE ARAME 2z FAd
[ Retwork Cayer ] { System Layer | [ Data Layer |

Buffer
Overflow

Scnpt Script File
( Uplo?) == Execute :

Filo Acgess &% W13

£33
R rpot A B MO

13 8 Scenario of Scrint File Execute

- 187 -



2002H = CtHEHALS 85| sIA|EErstat 5

=23 H25d M5

4.3 Layered Attack Tree® &% IDS9 73

(1) IDS A& AvtEe

a2y 9% Al=d Adg nZAYE Alad R
A2l DoS (Denial of Service) ¥Z°l MZE T3S
A% AA FHo2 ALEE & Hola AUrt Race
Conditione ZZ1%d A3yA AA=H= dAARdy A
= AFE ol g3 sy dde] dis dEte AR
oz AHAIZIEE e AF 71Y¥E 2t Race
Condition2 3= Wyez o8 T2ady FIAES
o] A&, ASel wel 22 3] FEHA G
t A% EAY £ glen A% DoS ¥4 g
" 2#A7t 2t 44 Race Condition®] 48 4 &
Nade FHogde dAd 4+ itk 19 99 FEL
DoS ¥4 3 Race Condition®] System Layerel} 3%
8t el g Root A3 HZE Data Layerol
g, B =FdMs DoS FF9 WA Race
Condition®] AN =& A3 HLE Layered Attack
TreeE A¥ g,

DoS
Attack.

H2E HAY BY

27 9 Extends of DoS Attack

(2) DS 74

DoSZ «&=HE 43ol 247 F¢ IDSE S
©2 Race Condition& #A&7] AZA#cl, Race
Condition®ll ¥ A= DoS FFel Ad=E e A-7
] A& 58 5o Race Conditiono] AT 7%l
71E9 AAd e} olWEE LAATA do) I
102 Race Conditiond ZAIsE A|29e FAX
Uehdith DoSel WAL IDSS 71EAQ Asez
EAste ‘ZEA 20 Og ZFAE F3Y 7‘1]?"5}"-‘1
Race Condition®] ZAlE #lgd dA9ge] W3sE &
A3t o] FojHT},

N

o o rlr

Race Condition 24

29 10 A= TAE

V. 28 % FF 47

Alzag] Btel oA 7 Fad Re FrHAU
Aot n & ¢ gov HAE AABeR 3
e AL AAG E71Es7) e RE ANadge
FAAA Y] &S0 U weA WA Tz
3 vt R F713 AT ddlolert ted
DS =¢L vl§ Fasich

2 =22 23 ddd s 75T dolgdo|2E
Layered Attack TreeZ AT F IDSE ddF F
5?3] FEE dFIEE o B ZUHIY S F

I AAe) wet S &S § F de Wes
AAG A2 FHsEl WAH DS F7}
HAg wolx @AY} 71E BAHEFELS Layer vt
the] di e we ARFez2 wgd ¢ Y dE
o Bl 5 Bt Axgle FHo] o]Fo]F F
AE Aoz 7}

ojg gt BwHAM FF AAZE st FH WS
37} 98 R} HE3E Layersl tidr @79 dHoly
Hola ddojE9] BFH|M Layered Attack TreeZ
&Mooz HFAH Uriste R dig d37 79
"ot =3 #aje] IDSe| Layered Attack TreeE A
43 AE IDS JAES A& s E4IHQA
477 2 § A& Aojct

FaEd
[1] Philippe Biondi, “LIDS 1.0 Specifications Version
1.0”, hitp://www.lidp.org, 2001.1
[23 Andrew P. Moore, Robert J. Ellison, Richard C.
"Attack Modeling for Information
CMU/SE], March.

Linger,
Security and Survivability”,
2001.

[3] Robert J. Ellison, Andrew P. Moore,
"Architectural Refinement for the Design of
Survivable Systems”, CMU/SEI, October. 2001.

[4] &3 AR 13 AFY, “F9 AYER Al2q A
F 597, 2001 2

(5] &% FH B3 A5 Y, “dA AgFA7E

[6] Mel4, “Race Condition® ©]&% Exploit”,
Security KAIST, 1998.8.

- 188 -



