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Abstract: In a network communication process, cryp-
tographic algorithms play important role for secure
process. This paper presents a new system architec-
ture named “DCCS.” This system can handle flexible
operations of both cryptographic algorithms and the
keys. For experimental evaluation, two representative
cryptographic algorithms DES and Triple-DES are de-
signed and implemented into an FPGA chip on the
SEBSW-1. Then the developed board is confirmed to
change its cryptographic algorithms dynamically. Also
its throughput confirmed the ability of the real-time net-
work use of the designed system.

1. Introduction

Cryptographic algorithms are playing important role to
keep secure network communication process. As the
traffic of the Internet increases every year, high speed
process for encryption as well as decryption requires the
specific devices such as PLD and ASIC. Following these
circumstances, we focused on a system that changes not
only the keys but also the cryptographic algorithms dy-
namically.

Several approaches have tried to keep secure com-
munication among each node(i.e. IPsec [1],TLS [2],SSH
[3],etc.). Most of them are implemented in the appli-
cation layer. Thus, when we use several applications
as reading E-mail, browsing the WWW, and connect-
ing other PCs, we must manage different cryptographic
algorithms and also different keys according to these ap-
plications.

In this paper, we will propose a new system which
changes both cryptographic algorithms and the keys ar-
ranged in the same layer for the simplified security man-
agement with high performance. Furthermore the dy-
namic change of cryptographic algorithms prevents the
conventional cipher attacks. Then a design and FPGA
based implementation of SEBSW-1 (SEcret-key Block
cipher SWitcher) board will be presented. This board
is designed as an encryption and decryption board to
accord with the dynamic change of cryptographic algo-
rithms. As a cryptographic library on SEBSW-1, typ-
ical block ciphers (DES and Triple-DES) are designed
and implemented into this board, and their performance
evaluation with will be also discussed.

2. DCCS:Dynamically Changeable
Ciphers System

For a secure transformation of massive data, a system
must keep high security level without decreasing its se-

cure level against several kinds of security attacks. If
a system can manage the cryptographic algorithms and
the keys at the same layer, a simplified security manage-
ment system can be established. Additionally, FPGA
has the flexibility to be application specific circuits with
high computational power. Thus FPGA is suited to
process the cryptographic algorithms.

Concerning to these backgrounds, we present a
Dynamically Changeable Ciphers System (DCCS) that
changes not only keys but also cryptographic algorithms
dynamically using reconfigurable devices such as PLDs
and FPGAs. The overview of such a system, which con-
sists of 4 nodes as an examples, is shown in Figure 1.
Each of the four communication nodes is able to link
with the other nodes using the encrypted data.
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(b) Next condition after changing algo-
rithms and keys used for communication
among nodes A, B and D.

Figure 1. Example of DCCS.
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For example, the initial condition of this system
is shown in Figure 1(a). The node A is able to commu-
nicate with node B and D using algorithm A and key
A. This node A is also able to communicate with node
C using algorithm A and key B. Let us think about
the next condition after changing algorithms and keys
to be used for the communication between node A and
node B, D as shown in Figure 1(b). The algorithm and
key used for the communication among these nodes is
changed from A to D.

3. Evaluation system
3.1 Overview

Following the above presented architecture, we are de-
veloping an evaluation model using IBM PC/AT and
PC-UNIX as shown in Figure 2. The two SEBSW-1
boards presented at the right side in this figure have en-
cryption and decryption circuits using FPGAs. These
boards are equipped with different interface circuits
(PCI and USB) for the communication with the host
PC. The storage presented at the left side in this fig-
ure is the Hard Disk Drive that contains configuration
data of FPGAs in SEBSW-1 boards as a cryptographic
library.

3.2 SEBSW-1:PCl-based encryption and de-
cryption PC board

We developed the SEBSW-1 as an encryption and de-
cryption board with the PCI interface. The block di-
agram and the implemented board of SEBSW-1 are
shown in Figure 4 and Figure 3 respectively. The
SEBSW-1 contains a FPGA as encryption and decryp-
tion circuit, a PCI controller for interfacing PCI bus, a
bus controller to control the local bus, a SRAM for stor-
ing configuration data, and an IO controller to assert
control signal. The configuration data of FPGA that
accords with each cryptographic algorithm is stored in
the SRAM. When we use an algorithm ‘A’, its configura-
tion data is loaded to the FPGA from the SRAM. Then
the configuration signal from host PC through the PCI
controller is asserted. After configuration, DONE sig-
nal is asserted by the FPGA, and the algorithm ‘A’ is
implemented in the FPGA circuit.

The details of components of SEBSW-1 are sum-
marized in Table 1.

Table 1. Type and package of components in SEBSW-1.

device company type package
10 NEC uPD71055C-10 DIP40
SRAM Hitachi HM628512ALFP-7 SOP32
BUS Controller  Xilinx XC95108 QFJ84
FPGA Xilinx XCV300PQ240-4 QFP240
PCI controller Zenic ZEN7201AF QFP144

3.2.1 PCI controller

Because of experimental implementation, we selected
the PCI controller in SEBSW-1 considering the simple
functionality. Zenic ZEN7201AF PCI contorller can fol-
low 33 MHz and 32-bit operation for PCI bus, and 16-bit

and 33 MHz maximum clock speed for local bus. In this
experimetal implementation, the local bus of SEBSW-1
consists of 8-bit and work with 16 MHz cycles.

3.2.2 FPGA configuraion

The FPGA chips of Xilinx Virtex series has the following
four configuraion modes;

o Slave-serial mode,

¢ Master-serial mode,

o Select MAP mode, and

o Boundary-scan mode.
In this experimental implernentation, it needs that the
context switching should be as fast as possible. Follow-
ingly, the configuration mode of SEBSW-1 is decided to
use the select MAP mode.

3.2.3 Local bus controller

Local bus controller is implented by two CPLDs (Xilinx
XC95108-7). It outputs two kinds of contorol signals.
One is a control signal of data and address bus. The
other is a configuraion control signal for FPGA.

4. Basic performance of SEBSW-1

The basic performance of SEBSW-1 is shown in Table 2.
The first item is the bandwidth of the communication
between the host PC and SEBSW-1. The read cycle that
the data transform from SRAM on SEBSW-1 to main
memory in host PC is approximately 16 MB/sec. The
write cycle that the data transform from main memory
in host PC to SRAM on SEBSW-1 is approximately 10
MB/sec. These bandwidths are measured by sending or
receiving the 1-500KB data between the host PC and
SRAM on SEBSW-1. The second item is the config-
uration time of FPGA from asserting the configuration
signal by the IO controller till the assertion of the DONE
signal by FPGA.
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Figure 4. Block diagram of SEBSW-1.
Table 2. Basic performance of SEBSW-1.
direction

bandwidth Read cycle 10 [MB/sec]

Write cycle 16 [MB/sec
configuration speed 15.323 [msec
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Figure 2. Structure of each communication node.
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Figure 3. Front view of SEBSW-1.

5. Implementation of block ciphers

DES and Triple-DES are typical Feistel type block ci-
phers. There are several research groups to implement
DES and Triple-DES on FPGAs [4-7]. Their approaches
tend to implement as fast as possible using the large
scale devices like Xilinx Virtex XCV1000. Using such a
large device has advantages for high performance. How-
ever, the configuration time tends to increase due to
the size of configuration data which depends on the de-
vice scale. Consequently, the optimization between the
target device and the performance of the implemented
cipher must be required.

5.1 Loop architecture

The representative architectures to implement the
secret-key block ciphers are the fully loop unrolled ar-
chitecture, the Loop architecture, and the pipeline ar-
chitecture. The characteristic point of the loop archi-
tecture is sufficient to implement only one round func-
tion, so it has the advantage for implementation area.
Consequently, we have decided to implement the loop

architecture for SEBSW-1. The general loop architec-
ture is shown in Figure 5. The multiplexer presented
as “mux” selects new block data or feedback output of
round. The length of the input/output data and the
key, and the number of round of DES and Triple-DES

are summarized in Table 3.
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Figure 5. Loop architecture.
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Table 3. Bandwidth of data, key, and the number of

round.
Type In/Out|bit] keylbit] Round
DES 64 56 16
Triple-DES 64 112 48

Table 4. Implementation results of DES and Triple-DES.

Type slices Frequency Throughput
DES 589 31.42 MHz 125.67 Mbps
Triple-DES 656 35.91 MHz  47.89 Mbps

5.2 Developing environment

We used Xilinx Foundation ISE4.1 for simulation, syn-
thesizing, translation, mapping, place and routing.
Loop architecture of DES and Triple-DES were imple-
mented at RTL level in VHDL.

6. Performance evaluation

Each design was synthesized and placed and routed on
the target device(Virtex XCV300PG240-4) with 1/0
registers. The implementation results of DES and
Triple-DES are summarized in Table 4. The latency
of each design equals to the number of rounds shown in
Table 3. Concerning the throughput, DES is approxi-
mately tree times higher than Triple-DES. This is the
cause for the difference of the latency.

As aresult, it is confirmed that the throughput of
both designs could be over 10 Mbps. Then, these designs
can be used by connecting with the network controller
like an Ethernet. There are still remaining resources, so
that further speedup will be available if we select other
architecture of cipher such as the pipeline architecture
for the hardware implementation.

7. Conclusion

In this paper, we proposed the Dynamically Changing
Ciphers System (DCCS) to establjsh secure data link
by changing not only key but also cryptographic algo-
rithms dynamically. An experimental implementation
of SEBSW-1(PCl-based encryption and decryption PC
board) and its basic performance evaluation are also
shown.

Further evaluation of the extended architecture
of SEBSW-1 including the network interface circuits
will be the future work. Moreover, we are still design-
ing and evaluating other secret-key block ciphers, using
SEBSW-1 to be included as parts of cryptographic li-
brary.
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