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Design of Intrusion Detection System applying for data mining agent
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ABSTRACT

IDS has been studied mainly in the field of the detection decision and collecting of audit data.
The detection decision should decide whether successive behaviors are intrusions or not , the
collecting of audit data needs ability that collects precisely data for intrusion decision. Artificial
methods such as rule based system and neural network are recently introduced in order to solve
this problem. However, these methods have simple host structures and defects that can’t detect
transformed intrusion patterns. So, we propose the method using data mining agent that can
retrieve and estimate the patterns and retrieval of user’s behavior in the distributed different
hosts.
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% cc -0 mailrace mailrace.c
% cat tmphost

% chmod 755 tmpmail.sh
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root

1% 1. /bin/mail &2 &4

# 1& /bin/mailE °])§3} roote] HIL
=37 Ao AEEE BB e S E
oltt.

X127 DB %3 g8

u ) chmod
o = id | cc | cat cd | rsh
w3 755

whoami

HWsak| A B C D E | F H

/bin/mail& A}8-&d root AL YEe=
= ohFsty] mie) FAR AT AEE #
A5t ezl Y WA g2E$
AY WA E PR E2E setuid
o}-8-3 root shell ¥5& H2 f¥S 2+ A
2o A HEdaE veld Aol

b

ojp mju Ho oft My
ot
o

¥ 2. /bin/mail AR #3

2l
D Sl S2 S3 S4 S5
jkcom A B C D F
yblee B C A D F
psbum| C F H B A
yhkim| B b E C H

o7 Azl Aol YA gthreshold)
28 FUE o &R #e AF T4} dolH
s ok 97 AR S =Pz
A9 HE Mo H3AR GG 5 Ao

it nlo

i

E 3. A dioly 44

g A B,C D, F

W 2

A

WAz R 448 24} HelHE g e
Holeuo) 2ol xgslo] olsh e Aelo] w4
g o ol% gA B

H. oo|™ME

A ¥R ANAgEL i) B¢ v B
2E 7w GEE AR Aok olue AlAg
e M Axdd del: RelEd, 92 vE
o of e A, AlaY o] mE 4% Ast EA
of AZIER Ytk olA@ EAYL s3]
Fogons ®A AAde 7157, SgHe
2 3@t olojWES AN Tae) mz A
282 37 242 SYHY 5Hez Had
N2HES ZUHY §tt ool AEE A} Hol
HE a8k A2do] Wo] W4T Ae ol
JHEE e AL FaH AYe @A
dess 94 aran & 4 Aok dojHEE:

g olojREs} A5 7re FHo| shssv, Y
gz o] HEE QT W BXEV WEYD
g AASNY) WA B5E ¥ 4 Aojob Ak
oleg ololAEL Balxtel AY glo] SPHO
2 URE FHHEE dhe] A8 AT HEA L
A&Esn A 2o AelE el oyt
Hxzg Fdd. doiESe 45 syAe
2 Baag 98 AgA50) 2o10kg(og
outy @ WA RUHY de) 21 dolHE 5
e,

o ot

- 620 -



tele ool ool HER 484 Aol A Alay 44

22040l

SHRE | - Pcontrol flow

——pdata flow

a9 2 dodE 2E URTE

FHE 21 dolHE FYgA v s2Ed
e BFE RER AfH 7zZhe "]‘%Z}%ﬂ]
]‘,Hff]- ig% _}.HE"O oJ:«G]. Z}Eoﬂ)‘i I:}- ]
A EFE 4 AMgAES 3% E}]E—]C’ 29 o
& o] E] 4 o] 2 (Intrusion Pattern DBjoll =43t
e AN&EH0T o)HNES EAS WA e
olEl§ m¥gich 18 2 oo]WE mE R
TZ£E YERd Flolth

V. el BR| AlAH

Zt F2ENA £AE EFFEH 221 HoH:e
olu] ] ©x Alxg]  dolg] ulo]xel = AE
of Ae HY HdHe WAL ) IYe wg
ghoh olw dolEw o] 2o AAFEH O] Y& ZHAL
HolHe A£HY g¢s& 53 N2E 539
Y HEe A% gA(update)dtct. EF o)
B8] & THEZHEH H¥EE FJY A9
9% - st

A A 2EAAM Hgoleln A=A ¥
49+ #ol Y Baet 34 o FAS sml%i

oo Aoz AEEHY Y @AM P
iﬂmoﬂ HEEZ KILL 4135 Ry 48 £
A7l ZSQl &A Mnuie] DBY sy ZamdS
21530 FYANAE A A e BuA H
o 8 AUl dde] g sy #
Zzte] F&£& i Yo #HEE A4F ARE
gl 4 gl

*_l_‘
{Audil data col lection
Loop [

{ Pattern matching J

{ Scenar io generation

ntrusion
Pattern DB

[ e e |

2% 3 YA 2E PR

Intrusion_Detection Report()
{
If Intrusion_Detection = intrusion then
send signature = kill(pid);
wtite(audit);

warning(display);
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