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attack-response, backdoor, bad-traffic, ddos,
dns, dos, exploit, finger, ftp, icmp, icmp-info,
info, local, misc, netbios, policy, porn, rpc,

rservices, shellcode, smtp, sql, telnet, tftp, virus,
web-attacks, web-cgi, web-coldfusion, web-iis,

web-frontpage. web-misc, x11
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e CVE (http://cve.mitre.org)
ICAT (http://icat.nist.gov)
e CERT (http://www.cert.org)
e SFCS (http://www.securityfocus.com)
e SF.net (http://www.sourceforge.net)
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Create Table Snort_Rule(
Rule_Actions
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The Direction Operator
Rule Options

Minfrag

http Decode

Portscan Detector

J

Portscan Ignorehosts
Output Modules
Log_tcpdump

Advanced Rule Concepts
Building Good Rules )
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; Create Table Snort_Rule_SID(
Linux 7.1 Release, Snort 1.8.6 .
SID
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Optional References
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A9 Q) Snortv A o HElE v o
alert udp $EXTERNAL_NET any ->

$HOME_NET 111 (msg:"RPC portmap
request ttdbserv”; content:”|01 86 F3 00
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reference:icve,CAN-1999-1075; reference: Create Table Snort_Rule_ClassType(
cve,CAN-2001-0717; reference:url,www. " config
cert.org/advisories/CA-2001-05.html; classification
reference:bugtraq,122; reference:arachnid shortname
s,24; classtype:rpc-portmap-decode; sid: short_description
588; rev:5;) priority )
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