20039 AREAMOINE FHESUS =23

MPEG-4 2E &Y vYo] B3 & A& A2¥ 44 2 71

ARE, U,
FFHATAATE U

£7]

&

1 obr

Yo7y

Design and Implementations of Protection System
for MPEG-4 Streaming Media

Jeonghyun Kim, Jihyun Park, Kisong Yoon

Internet Computing Research Department

Electronics and Telecommunications Research Institute

E-mail : bonobono@etri.re.kr

Abstract

In this paper, we propose a DRM(Digital Rights
Management) system for streaming media which can not only
protect streamed MPEG-4 content but be easily integrated with
existing MPEG-4 streaming system. To protect MPEG-4 media
more effectively and more securely, encryption should be
considered on encoding phase and also streaming server should
be designed to support DRM. However that means it cannot
support existing streaming system. Qur approach is to design a
DRM system independent to the streaming server. So, we used
an encryption method which can be applied to compressed
MPEG-4. The processing time of decryption in client system
must be minimized to guarantee the QoS of streaming service.
To satisfy this requirement, it is essential to analyze the effect
of DRM on performance. We made some performance test and
present the result. Also, we apply proposed system to
ISMA(The Inter net Streaming Media Alliance) streaming
system which is open standard for MPEG-4 media streaming.
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ISMA ¥ mjtjo] Afx #Aste HHe/e
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Time Control Protocol: RTP/RTCP), RFC 1890(Audio Video
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¥ 1. ISMA Profile 73

Profile 0

[* MPEG-4 ISO/IEC 14496-2,
Simple Profile@Level i

* QCIF(176X144)

* Maximum bitrate 64Kbps

Profile |
* MPEG-4 ISO/IEC 14496-2,
Advanced Simple Profile
el 3
* CIF(352X288)
* M bitrate 1.5Mbps
* MPEG-4 ISOAEC 14496-3,
High Quality Audio Profite
@Level 2
* CELP, L/C ACC

Video

* MPEG-4 ISO/IEC 14496-3,
High Quality Audio Profile

@Level 2
* CELP, L/C ACC

Audio

2.2 MP4 File Format
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Encrypled MP4 fiie
(ready tor sireaming)

Scene Dascription Track

Object Descriplion Track !

Cogying Scene Descriptiun Tiack

Source MP4 tia

Scene Description Track

Object Descrption Track

Audio Track :

new sample
Using bulter

!I Video Track l !
!
oi Hint Track for Video

0 T

Crenle naw sainple 'l Audio Track |

Using butter |
r' Hint Track for Audio

0al v for
Read Sampe Encrypt
ta butter butler

Crewing Hin hor Audig Track

gl Meta~-info Track
Hint Track for Meta-info
I ettt |

Crratiig Meta-infonnation fiack

gl

Crenling Hint for Meis-iiormation irack
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File A File B File C
. MPEG-4, 320 x 240,; MPEG-4, 90 x 60, |MPEG-4, 320 x 240,
Video track
25fps, 210kbps 8fps, 4kbps 29.97fps, 974kbps
Audio wack| MPEG-4@L1, | MPEG4@L1, | MPEG-4@Ll,
32000Hz, 56kbps | 16000Hz, 16kbps | 44000Hz, 128kbps
. 7405.560 sec 1718.976 sec
Duration (~124 min) (<29 min) 30.063 sec
File size 240 MB 10 MB 4 MB
Totalvideo| g4 139 13,752 %01
I-Frame 768 5,481 23
Table 3. Processing Time of File A
Encrypt Decrypt
Encryptall | Decryptall I-Frames I-Frames
Open File | 035 [0.5%] | 0.3s[0.7%)] | 0.3s [0.7%] ] 0.3s {1.0%]
Audio Processing| 16.85 [30.6%]| 7.5s [17.2%) |17.9s [42.8%]| 7.4s [25.1%]
Video P g 3195 [58.1%]|29.7s [68.3%]|23.3s [55.7%] [21.4s [72.8%)
Video Crypting | 5.9s {10.7%] | 6.0s [13.8%]} | 0.35 [0.7%] { 0.3s [1.0%]
Average Crypting 32ps 32us 0.39ms 0.39ms
Total 54.9s 43.5s 41.8s 29.4s
Table 4. Processing Time of File B
Encrypt Decrypt
Encrypt ali { Decrypt all 1.Frames I-Frames
Open File 0.0s [0.0%] | 0.0s [0.0%] | 0.0s [0.0%] | 0.0s {0.0%]
Audio P g | 1.55 [62.5%] | 0.3s [25.0%)] ] 0.7s 50.0%] | 0.3s [30.0%
Video Processing | 0.7s [29.2%)] | 0.7s [58.3%] | 0.6s [42.9%] | 0.6s [60.0%
Video Crypting | 0.25 [8.3%] |0.25 [16.7%] | 0.1s [7.1%] | 0.15 [10.0%
Average Crypting 14.5us 14.5ps 18.2 ps 18.2 pus
Total 2.4s 1.2s 1.4s 1.0s
Table 5. Processing Time of File C
Encrypt | = Decrypt
Encryptall | Decryptall L-Frames I-Frames
Open File | 0.0s [0.0%] | 0.0s [0.0%] | 0.0s[0.0%] | 0.0s [0.0%]
Audio P ing| 0.23s [30.3%] | 0.12s [20.0%] | 0.22s [39.3%] | 0.10s [24.4%]
Video Processing| 0.43s [56.6%) [0.38s [63.3%]0.32s [57.1%] | 0.29s [70.7%)]
Video Crypting | 0.1s [13.2%] { 0.1s [16.7%] | 0.02s [3.6%] { 0.02s [4.9%]
Average Cryptin, O.1lms 0.11ms 0.87ms 0.87ms
Total 0.76s 0.60s 0.56s 0.41s
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