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Abstract
algorithm that is improved in speed and stability. We proposed new datapath that changed square’s position so

This paper presents new hardware implementation of the ECC(Elliptic Curve Cryptography)

that we can reduce required number of cycles for addition operation between two points by more than 30%.
We used Massey~Omura parallel multiplier adopted Normal basis for fast scalar multiplications. Also the use of
the window non-adjacent form (WNAF) method can reduce addition operation of each other different points.
We implemented ECC system with GF(2'%), and this system was designed and verified by VHDL.
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Input : the element of FG(2™) that is to be
inverted

Output : point x71
AB = x;
For i=1 to 7 Do
{A:=A"B:=A-B)
D := B;
For j:=1 to 24 Do
{C=B;D:=C-D;]

Return D;
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Input : P(x1, y1), Q(x2 y2), a
Output : (x3, y3)
T3, Ty i= 1
o=+ Y
Ti= I + Iy
For i:=1 to 7 Do
{ r:= 2
3= 13 X 13, }
For i=1 to 24 Do
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Return (x3, y3);
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P = (x1, y1)
E=y2+xy=x3+ax2+b
2P =P + P = (x5 y3) (10)
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Input : P(x1, y1), a
Output : (x3, y3)
T3, T4 = 1
ro= ol
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For i:=1 to 6 Do
{ ryi=r;
3= 13 X 1y; }
For i=1 to 24 Do
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6:=1r X 1
r o= 0%
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I3 =1 + a;
n= ot By
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Y =1+ 1
Return (xs, ys);
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Input : P(x1, y1), Q(x2 y2), a
Output : (x3, y3)
n=nt
= I + I
=1y X
For i:=1 to 6 Do
{ = mx )
For =1 to 24 Do
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ni= o+ I
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Return (x3, y3);
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Input : P(x3, y1), a
Output : (x3, y3)
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