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Abstract : In this paper, | have implemented the security system using shell script that periodically checking
the security elements of unix system for security, it transmit to a monitoring server and monitoring many
clients. Agent of cleint executing by crontab scheduler, Environment of server to receive data use
restricted TFTP in Sun0S. And then, Because of using shell script, apply shell to system with flexible,

control performance, and can meet on a sudden situation.
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Fig 1. Organization diagram of security system

ZAgstdn. B4 A% titpE TS

7} cliento ] AHE olAE shell 2APEE
obg]l 2% 29 ol WIX Al=¥el job scheduler}
3 4 9= crontabol] FE2Hol FrlFHow 23 H
B, WQA o] AIYE Aygow HHE 2aE F

2L
Hi
rlr

CLIENT

:

O B B3

crontab -1

00 17 * /monitor/sarmonitor.sh

00 17 * /monitor/iostatmonitor.sh
0,10,20,30,40,50 * * * * /security/ch_sec.sh

19 2. crontab o A
Fig 2. Sample of contab
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/ete/inetd. conf

telnet .. /usr/sbin/in.telnetd in.telnetd

tftp .. /usr/sbin/in.tftpd in.tftpd -s /monitor
#shell .. /usr/sbin/tcpd in.rshd

219 3. Solaris /etc/inetd.conf9] W&
Fig 3. Contents of /etc/inetd.conf in the Solaris
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Passwd guest : good
Passwd shadow : good
Passwd root : good

TCP Wapper : good

netd port : good

passwd permision @ good
wtmp permision : good
/.rhost : warn

showmount everyone : good
hosts equiv : good
default umask : good

path in profile : good
inetd.conf own/per : good

/etc/profile own/per : warn
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Fig 4. Log of security check in Cleint
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Fig 5. No good message of the .rhost file in the

first host
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Fig 6. A summary screen of no good message in all
host

a4 6. BE 3AE9 ulAN

V.2dE

Ao A shell 2THEE o] g5l Ztzhe] A|2Eo
HAg A4 F e B A2"e TN B,
ol Ho tgd we HYd CH%H fdstA HE
T 5 3, Al FHo B & I¥U2E 9
22 3= 943 AR A # Ac}. 3AIg 2E
AP dha P F £ Qo). ol A Ko I
WS wAgol dr}. o]Z2HW AA A& B
e do) oM b 20 W, A" 71ER
B fE9 Has, 2w 459 870 FEH A
9] 9 47 HIEL HJLIE Aot & =F2
B2 93 A1gel AFAFoIY 718 A AR
o 24 £ FA5A gAY F A: 2o A2EE
T8 gie 9 dert Ao & & A,

Anes
[1] Matt Bishop, COMPUTER SECURITY Art and
Science, PART 8: PRACTICUM, 2003 Page(s): 771
~ 920
[2] Farrow, Rik, UNIX System Security, Addison
Wesley, 1993.
[3] Peek, O'Reilly, and Loukids, UNIX POWER
TOOL &4 = cjef, 2000
[4] D. Brent Chapman, Elizabeth D. Zwicky,
Building Internet Firewalls, O'Reilly & Associates,
1995
[5] tp://info.cert.org/pub/tech_tips/intruder_detectio
n_checklist (CERTOHIA HBdts AR detection
checklist)
[6] ftp://itp.auscert.org.au/pub/auscert/papers/unix
_security_checklist(UNIX Computer Security hecklist,
19-Dec—1995)



