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comp | computational overhead for message
encryption/decryption

sMsg | size of message

sKey | size of key

nlype | type of network : LAN, WAN, Internet

tType | type of mobile terminals : old-fashioned or
multimedia terminal

): AFEAFe] B Asx Axo it A

iSens | degree of information sensitivity

rCred | relying party’s credit

pTime | peak time or not

cipher | cipher algorithm

resoc | available resource such as time, cost, etc
F2 RO F5E AAsE guygFelt

function Seculevel(secureProblem) returns sLevel

inputs: secureProblem : Determining security level

static:

/{ Utilization of domain independent knowledge such as

/1 system and network capabilities

step 1

SysNet(); // calculate sLevel by applying domain

// independent variables such as comp, sMsg,
// sKey, nIype, and tType
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/1 Utilization of domain dependent knowledge such as
// MAUT and Simple Heuristics
step 2 // Determining security level by applying domain
// dependent variables
MAUT(); // A utility function can be determined by the
// interaction with the user according to MAUT
// using domain dependent variables (iSens,
// rCred, pTime, cipher, resoc)
Update(); // adjust sLevel according to the value of
1 ulxg,xs,..,%,)
TakeTheBest() // If users don’t want to use MAUT, we can
adjust sLevel using Simple Heuristics
End SecuLevel;

/1 A utility function can be determined by the interaction with
// the user according to MAUT using domain dependent
// variables (iSens, rCred, pTime, cipher, resoc)
function MAUT() returns a utility function
static u(x,, x-, ...x,) : a utility function
u(xp, xa X)) = kpuy(xy) + kous(xy) + ...+ katy(x,);
// where u,(x°) = 0, uy(x’) = 1, and k; is constant for all i,
/1 ui(x; ) is determined as follows by the interaction with the
user
if risk prone then 5(2* -1);
else if risk neutral then bx;
else if risk averse then blog,(x+1);
// where b, ¢ > 0 constants
return u(x;, x,, ...x,);
d MAUT,
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3. PS's PK signed by MFI

4. PS's PK
signed by MFI

5. MID verifies MFI"
signature on PS's PK

Payment infrastructure

1.PS's PK

2. PS's PK signed by MFI

13, 4 MID's PS's Public Key Authentication Progress

5. 28

A A8 Mulze X ey 9F AMHlx
7 48 EEA F4 AdHY PKI 7t FRBIT 7
=3 e noAgol FA UABEYGHE 2FEHT 9
ok a2y thokstk Bulg @7 FESE A UF
oA 9] Bt gof @2 ofago] Ut

wely B E=Rdiae FA 4 vgrly A
5, WESZ &7, Aui2a7ALg 2 AlExF Bt
A& 5 98 /1A 43L& nestd MAUT & BE3E
FEl2gx dnEL o)L HoNF/AA Z2
EES 5402 ZAA3e €ugdEF L Adalgdx, o
g A3 g4 dE . FA 5% e/m-Commerce
Het Aol otz A2E AA £ T
ol FtE 2= FA UAEY AN FHEAH Qe Tz
EZ AR & dA ANa™, ¢35 d1ndZE 7] 3
71 & 3nHE B FFL ZAFOEN n
Commerce oA} ¢HA3 BeHQIZ/dA AP L +8 &
T AT ,

£ =%dM dA4 € F8% e/m-Commerce H St
NEa ol AL Java & XML 7wt o 2 AASH 3, tho}
g Nt guEL AEEe ZAE EPFL 44
tAA Zutd 7]zl AAF A 2AE A
o

Angs

{17 http://www.kisa.or.kr, “Wireless PKI,” 2001.5.

2] RSA, S., “Understanding Public Key Infrastructure
(PKI),” 1999, RSA Security Inc.

[3] Berkovits Shimshon et al., “Public Key Infrastructure
Study: Final Report,” Produced by the MITRE
Corporation for NIST, April 1994,

[3] RFC: 2560 X.509 Internet Public Key Infrastructure
Online Certificate Status Protocol - OCSP, June 1996.

f4] W3C, Extensible Markup Language (XML),
http://www.w3c.org/ XML, February 1998.

[5] www.w3.org “XML Signature Requirements WD,”
W3C Working Draft, October 14, 1999.

[6] http://www.w3c.org, “XML-Signature Syntax and
Processing” W3C Recommendation, February 12, 2002.

[7] http://www.w3c.org, “XML Encryption Syntax and
Processing,” W3C Working Draft, October 18, 2001.

[8] http://www.w3c.org, “Decryption Transform for XML
Signature,” W3C Working Draft, October 18, 2001.

[9] Gunther Horn, Bart Preneel, “Authentication and

Payment in Future Mobile Systems,” Proceedings
of Esorics98, LNCS 1485, Springer-Verlag, 1998, pp277-

2048

293.
[10] P.Gutterman, “PKI: It's-Not Dead, Just Resting,” IEEE
. Computer, Vol. 35, No. 8, 2002, pp. 41-49.

[11] M.Soriano and D. Ponce, “A security and usability

proposal for mobile electronic commerce,” IEEE
. Communications Magazine, Vol. 40 Issue: 8, Aug. 2002,
pp- 62 -67.

[12] Tang Jian and J. Veijalainen, “Using agents to improve
security and convenience in mobile E-commerce,”
Proceedings of the 34th Annual Hawaii International
Conference on, 2001, pp. 3540 -3549.

[13] S.S.Y.Shim et al.,, “Business-to-business e-commerce
frameworks,” IEEE Computer, Vol. 33 Issue: 10, Oct.
2000, pp. 40 -47.

[14] N. El-Fishway et al, “An effective approach for
authentication of mobile users,” Proceedings of Vehicular
Technology Conference, 2002. VTC Spring 2002. IEEE
55th, Vol. 2, 2002, pp. 598-601.

[15] RLKeeney and HRaiffa, “Decisions with Multiple
Objectives: Preferences and Value Tradeoffs”, John Wiley
& Sons, New York, NY, 1976.

[16] G.Gigerenzer et al., “Simple Heuristics That-Make Us
Smart”, Oxford University Press, New York, 1999.

[17] A.Wheeler, and L.Wheeler, ‘“Payment, Security &
Internet References,” http://www.garlic.com/~lynn.

[18] Albert Levi, Cetin K. Koc, “CONSEPP: Convenient and
Secure Electronic Payment Protocol based on X9.59,”
Proceedings of 17th Annual Computer Security
Applications Conference, 2001, New Orleans, Louisiana.

[19] Sung Woo Tak et al., “Design and evaluation of adaptive
secure protocol for E-commerce,” Proceedings of Tenth
International Conference on Computer Communications
and Networks, 2001, pp 32 -39.

[20] W.Diffie and M.Hellman, “New Directions in
Cryptography,” IEEE Trans. Information Theory, vol.22,
no. 6, 1976, pp.644-654.

[21]  “Information  Technology?  Open  Systems
Interconnection?  The  Directory  Authentication
Framework,” ISO/IEC 9594-8, 1993, also ITU-T

Recommendation X.509, v2.

[22] C. Ellison, “SPKI Requirements,” RFC 2692, Sept, 1999,
http://www.ietf.org/rfc2692.txt.

[23]} P.Hope, “Certificate Revocation: Why You Should Do It
and Why You Don't,” login, Dec, 2001,pp.36-40,
http://www.usenix.org/publications/login/index.html.

[24] Tin-Wo Cheung; Chanson, - S.T, “Design and
implementation of a PKl-based end-to-end secure
infrastructure  for mobile e-Commerce,” In the
Proceedings of the Second International Conference on
Web Information Systems Engineering 2001, Volume: 1,
2001, pp. 3 -7.




