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2.2 SAML(Security Assertion Markup Language)

SAML{4]2 A= uldoAel AY 23 Ao Gt A,
U, 2812 HAHHA 5& FYsFEe JEL s ol
XML 7iute} & Ht JYI&£E(XML Signature, XML
Encryption, XKMS, XACML %)%} E3so] A4 xet
Al2dg FAse R 2224 71%S A

SAML %A= Assertion, Protocol, Binding2. 2 F4 5
o itk AR FxE 29214 #o [5].

PROTOCOL
Request/Response pair 1ot processing assertions

) ASSERTIONS
Authentication & Authorization{Attribute). information

BINDING
How: Assertions are communicated over industry-standard|
Transport and messaging fra k

[282] SAML #=

A Assertion

Assertion2 U5 % £ FEE Tt XML 79
TFZF 7t Assertion 270}9) FAL (19 3]3 2
o [4].

<element name="Assertion" type="saml:AssertionType"/>
<complexType name="AssertionType">
<sequence>
<element ref="saml:Conditions" minOccurs="0*/>
<element ref="sami:Advice* minOccurs="0"/>
<choice maxOccurs="unbounded">
<element ref="saml:Statement"/>
<element ref="saml:SubjectStatement" />
<element ref="sami:AuthenticationStatement" />
<element ref="sami:AuthorizationDecisionStatement"/>

<el t ref="sami:Attrib t'/>
</choice>
<element ref="ds:Signature" minOccurs="0"/>
</sequence>

<attribute name="MajorVersion" type="integer" use="required"/>

<attribute name="MinorVersion® type="integer® use="required"/>

<attribute name="AssertionID" type="sami:iDType® use="required"/>

<attribute name="Issuer" type="string" use="required"/>

<attribute name="Issuelnstant" type="dateTime" use="required"/>
</complexType>

[2¥ 3)Assertion £7)vke] F4

Assertion HE|UELE 39l o7 /M9 ddeEd
&A4EE& 2+ Conditions@HAHNEE Assertions) &
A& 453, AdvicedHBEE Assertion E3A7 A
e EHHed ARE TV Statements}
SubjectStatement @2 HE = assertion7)¥+e} ©hE oj =g
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AuthenticationStatement 2| HEE= QA F7)#o)a] ws)
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AuthorizationDecisionStatement dZ HE X 5917 ol A
dPate AS5E 23 A7 23 AU A = HE
AR-E AAs} 1 A7 243A doh Signatured
HWEE Assertion?] ¢U%& 98 XML AANE S AL
ot e Assertion @3 7)BL & Fo) gxg 4 Q)
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Assertiong 4§ Aot}

<sami:Assertion AssertioniD="00cda300-0d5e-8521-83c5-c2d9i6847b91"
Issuelnstant="2003-03-24T14:36:567"
Issuer="verisign, Inc.” MajorVersion="1" MinorVersion="0">
<sami:Conditions NotBefore="2003-03~24T14:36:562"
NotOnOrAfter="2003-03-24T14:36:562" />

<saml: Advice />
<sami:AutherticationStaternent
AuthenticationMethod="password”
Authenticationinstant="2003-03-24T14:36:56Z">
<sami:Subject>
<saml:Nameldentifier NameQualifier="sejong.ac.kr* >
jijeong
</sarrl:Nameldentifier>
</sami:Subject>
</sarri:AuthenticationStatement>
</samt:Assertion>

[2¥ 4] AuthenticationStatementS
X &38= Assertiono] 43
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NameQualifier$ 42 38 glo) A2 & A8a 289
2HE oL FHY W& AlFF. NameQualifier %
48 Age] sbE3irt [4)
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2.3 SOAP(Simple Object Access Protocol)
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&3t SAML request™ Al A & A5 3o}

<samip:Request Issueinstant="2002-08-08T07:58:32.3382"
Majorversion="1" MinarVersion="0"
RequestlD="a207b-a0-aaad—11d6-9e6d-75a01a1d3688"
xmins:samip="urn'oasis:names:tc:SAML: 1 0:protocol™>
<samip:AttributeQuery>
<saml:Subject xmins:saml="urn:oasis:names:tc:SAML 1, 0:assertion”>
<saml:Nameldentifier>jijeong</saml:Nameldentifier>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>
urnioasis:names tc:SAML: 1.0:am:password
</sami:ConfirmationMethod>
<samk:SubjectConfirmationData>++++</saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:AttributeDesignator
AttributeName="//sejong.ac. kr/emait"
AttributeNamespace="sejong.ac.kr/ams/namespace/common"”
xmins:sami="urn:oasis:names:tc:SAML: 1.0:assertion" />
</samip:AttributeQuery>
</samip:Request>

[28 7ISAML requestmlA|z]e] AA

[298 8]2 SAML requestWl Al X o] dha}r] security.sign

H71A W signature ZW2E o] LA ME e Ao
o}, MEseE wA2  Enveloping® Enveloped 281
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Detached ¥4 & Hedoz A2¢ F glr}. ofg o] A7
42 Enveloped MW o2 Aig gijolrh

<samip:Request...>
<ds:Signature xmins:http://www.w3.0rg/2000/09/xmidsig#>
<ds:Signedinfo>
<ds:CanonicaiizationMethod Algerithm=*..."></ds!CananicalizationMethod>
<ds:SignatureMethod Algorithm=*, ."></ds:SignatureMethod>
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm=*.
</ds:Transforms>
<ds:DigestMethod Algorithm="__*></ds:DigestMethod>
<ds:DigestValue>xFXrugY sgtRgnkdwXr7 znAenuew=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>.. zQdWDKC.. </ds:SignatureValue>
<ds:Keyinfo>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>...gdADMHy0=.. </ds:Modulus>
<ds:Exponent>AQABL/ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyValue>
<ds:X5090Data>
<ds:X508IssuerSerial>
<ds:X509issuerName>...</ds:X503IssuerName>
<ds:X509SerialNumber>1045440891</ds:X509SerialNumber>
</ds:X508!ssuerSerial>
<ds:X509Subj >, .</ds:X509SubjectName>
<ds:X509Certificate>.. Xs+§3s=...</ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
<samip'AttributeQuery >

“></ds:Transform>

</samip:AttributeQuery>
</samip:Request>

[19 8]Enveloped®4l o2 Am® SAML
reguest®] A] 7
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<samip:Response InResponseT o="a207b—a0-aaad~11d6-9e6d-75a01a1d3688"
Issuelnstant="2003~03-24T14:36:56Z"
MajorVersion="1" MinorVersion=*0"
Responsel0="00cda300-0d5e-8521 -83c5-c2d916847b91*
xmins:sami="um: oasis:names:tc:SAML:1.0:assertion"
xmins:samlp="um:oasis:names:tc:SAML: 1, 0: protocol">
<sami:Status>
<samlp:StatusCode Value="saml:Success" />
<samlp:StatusMessage>this is a message about status</samip:StatusMessage>
<samip: StatusDetail>hitp://namespace</samip:StatusDetail>
</sami:Status>
<sami:Assertion AssertionlD="00cda300-0d5e-8521-83c5-¢2d916847b91*
Issueinstant="2003-03-24T14:36:562"
Issuer="sejong.ac.k"
MajorVersion="1"
MinorVersion="0">
<sami:. i i

ioninstant="2003-03-24T14:36:

">
<sami:Subject>
<

tifier>

tifier>jijeong<
</sami:Subject>
</sami:AuthenticationStatement>
</saml:Assertion>
</samip:Response>

[2% 9]SAML responsem Al <19 A

[Z¥ 101 SAML response®] A %ol CE R
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<samlp:Response...>
<ds:Signature xmins:hitp://www.w3.0rg/2000/09/xmidsig# >
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="..."></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="..."></ds: SignatureMethod>
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="..."></ds:Transform>
<{/ds:Transforms>
<ds:DigestMethod Algorithm="..."></ds:DigestMethod>
<ds:DigestValue>xFXrugY satRgnkOwXr7znAenuew=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>...2QdWOKC...</ds:SignatureValue>
<ds:Keylnfo>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>...gdADMHyO=...</ds:Modulus>
<ds:Exponent >AQAB</ds:Exponent>
</ds.RSAKeyValue>
</ds:KeyValue>
<ds:X5090ata>
<ds:X509ssuerSerial>
<ds:X509IssuerName>...</ds:X509IssuerName>
<ds:X509SerialNumber>1045440891</ds:X509SerialNumber >
</ds:X509IssuerSerial>
<ds:X509SubjectName>...</ds:X509SubjectName>
<ds:X509Certificate>.. Xs+69s=.. </ds:X509Certiflicate>
</ds:X509Data>
</ds:Keylnfo>
<sam]:Status>

</sam):Status>
<saml:Assertion...>
<samt:AuthenticationStatement...>
<saml:Subject>

</saml:Subject>
</saml:AuthenticationStatement>
</saml:Assertion>
</samip:Response>
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