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A Study on the Application of Elliptic Curve Cryptography to EMV
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Abstract - EMV was formed in February 1999 by Europay International, MasterCard International and Visa
International to manage, maintain and enhance the EMV Integrated Circuit Card Specifications for Payment Systems as
technology advances and the implementation of chip card programs become more prevalent. The formation of EMV
ensures that single terminal and card approval processes are developed at a level that will allow cross payment system
interoperability through compliance with the EMV specifications. A credit card environment of the domestic market
adopted the standard Local-EMV to have the compatibility with EMV international standard and the EMV migration
have been carried out by the step-by-step process. It may be possible to adopt various kinds of cryptographic
algorithms, however, RSA public key algorithm is currently used. In this paper, as a public key algorithm for the
authentication process, Elliptic Curve Cryptographic algorithm is applied to the EMV process. Implementation results is
shown, and the possible changes necessary to accommodate Elliptic Curve Cryptography is proposed.
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