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Abstract

As Intemet grows rapidly and next electronic
commerce applications increase, the security is
getting more important. Information security to
provide secure and reliable information transfer
is based on cryptography technique. The
proposed ISEED(Improved SEED) algorithm
based on block cryptography algorithm which
belongs to secret-key algorithm. In terms of
efficienty, the round key generation algorithm
has been proposed to reduces the time required
in encryption and decryption. The algorithm
has been implemented as follow. 128-bit key is
divided into two 64-bit group to rotate each of
them 8-bit on the left side and right side, and
then basic arithmetic operation and G function
have been applied to 4-word outputs. In the
process of converting encryption key which is
required in decryption and encryption of key
generation algorithm into sub key type, the
conversion algorithm is analyzed. As a result,
the time consumed to encryption and
decryption is reduced by minimizing the
number of plain text required differential
analysis.
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