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ABSTRACT

The BeN is applying from public networks to local networks and each terminal step by step
until 2007. By IPv6 network introduction, IP address lack problem can be solved. However, the
threats that network attacks of another method can be caused with new problem of network
security'in IPv6 networks. In this paper, we suggest the traffic analysis tool which analyze IPv6
traffic efficiently to detect/response network attack in IPv6 environment. The implemented IPv6
traffic analysis tool uses IPv6 header to analyze traffic and detect network attacks. Also, we also
propose detection algorithm to detect network attacks in IPv6 networks.
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generate_module_start
{
while [ attack_packet—- >0 ]
{
a packet generate
sleep interval
}
}

Packet_Capture_module_start
{
start Pcap library
Pcaploop
{
store to packet.dat , IPv6save{]
display one list to main window of program
}
}

Call Display_module

Display_module
{
create main window
while(0)
{
call Detect_module
display detection_result to sub windows
}
}

Detect_module
{
count each variable with IPv6 save[ ]
make application of Detection algorithm
store detection_result

)
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