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abstract

The scalar point multiplication operations is one of the most time-consuming components in
elliptic curve cryptosystems. In this paper, we suggest how to induce the point-quadruple (4Q)
operation by improving the double-and-add method, which has been a prevailing computing
method for calculating the result of a scalar point multiplication. Induced and drived numerical
expressions were evaluated and verified by a real application using C programming language.
The induced algorithm can be applied to a various kind of calculations in elliptic curve
operations more efficiently and by a faster implementation.
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Double-and-add algorithm for computing kP
kP :

m=1

k= igobﬂ" (bi €0,1)

P:= Pz, )

Q=P

for i from m-1 downto 0 do 2
Q = double (Q)
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if b; =1 then
Q:=add(P, Q)
end (Q= kP)
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Binary NAF method for computing kP

t—1

NAF(k) = 2k, - 2
kP :
Q=0
for i from ¢-1 downto 0 do
Q:=2Q
if ;=1 then Q:=Q+P 3)
if ;= —1then Q:=Q— P
end (Q=kP)
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Quad-and-add algoritin using radix-4 redundancy

kP :

m

m_y

2
k= $)r4" (nE booth recoding )

=)

P:= P(xll yl)

2P := double (P)

Q:= {0P, + P, +2P, — P, —2P} ¥ 3}

for i from -Tzﬁ —1 downto 0 do

Q= quad(Q)

if (; == +P) then

Q:=add(P, Q)

if (r; == +2P) then

Q:= add(2P, Q)

if (r == -P) then

tempP := neg (P) @

Q := add(tempP, Q)

if (r; == -2P) then

tempP := neg (2P)

Q := add(tempP, Q)
end (Q=kP)
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Point quadruple operation (quad())

P(z,,y,) = Q(z, ) is the same point on an
EC.
- if x; = 0, the result 4P is O (zero at infinity)
<if x; = 0, the result 4P(x,,y,) = Rlxs, 1),
x3 and ys are as follows,

T3 =X+ N +a,
Y =11+ (X + 1)z,

XN= +,\+1+£
=N z,’ ©)

z2=/\2+)\+a,

)\—(11'*' )
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double-and-add
step# 0:double-and-add
0_D9B67019_2E0367C8_03F39E1A_TES2CATI4_AE51350A AEG17ESF
1_CE943356_07C304AC_29E7DEFB_DICAQ1F5_B6F92722_4CDECF6C
step# 1:double
1_756FFODC_810F7856_023C5F5C_B14481F3_AG685728_B15130A3
1_07188387_583044A9_217ADSAC_ASEFBCDC_BICDEBA2_3FI31652
step# 2:double
1_1549FE34_2AB980E6_C932AF6F_4C81D415_00809840_85F3B447
1._CODDD61E_OCO1960A_SOF7FES3_ABBE0ASI_409F431E_4BCI839F
.

step#190-double-and-add
1_2654EB57_653586D8_05FD2EBC_511BCI5F_20995631_EQEISFIF
0_9C3BCACD_837AGAB1_97F97238_3D20828E_1797902E_5829F927
step#191:double
1._5AE7384C_9954F598_6475718C_069EE793_3F2AA29E_2465F8E7
1_3BC5521A_607AET39_4E5E20F9_FAZ6FB66_20B5D58D_13BCBCAA
step#192:double-and-add
0_00000000_00000000_00000000_00000000_00000000_00000000
0._00000000_00000000_00000000_00000000_00000000_00000000

29 1. double-and-add WA 0 2 9] AA

quad-and-operation

step# 0

quad-and-add(p)

0_D9B67D19_2E0367C8_03F39E1A_TEB2CA14_AB51350A_AEG17ESF

1_CE943356_07C304AC_29E7DEFB_DICAQ1F5_06F92722_4CDECFEC

step# 1: quad

1_1540FE34_2ABIB0ES_CII2AFGF_4C810415_00809840_85F38447

1_CODDD61E_OCD1960A_59F7FE63_ABEG0AS3_4DIF431E_4BCIBIGF
.

step# 94 * quad-and-add(p)

0_24771C2C_BE33F4A9_81 965ACI_5FBCSDE2_4ACFC903_6208E770
0_905COFES_OE90BSD0_259C0682_C561E98C_43935E74_SAB72F1D
step# 95 : quad-and-add{(p)
1_2654EB857_65358608_05FD2EBC_511BCI5F_20995691_EOEISFIF
0_9C3BCACD_837A6A81_97F97238_3020828E_1797902E_5829F927
step# 96 : quad-and-add(p)

0_00000000_00000000_00000000. 00000000_00000000_00000000
0_00000000_00000000_00000000. 00000000_00000000_00000000
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