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United States Patent 6,620,062
Cook, etal. Novermber 16, 2004

Rule based database security system and method

Abstract
A nile-based database secusity system and method are disclosed. A
method for processing requests from a user to perform an action
with respect to data stored in an electronic database includes
defining a plurality of user defined rules containing secunty
constraints for accessing the data and receiving a request at a user
interface. The request is transferred from the user interface to a rule
engine and the plurality of rules are applied to the request to
deterrrine if the request passes the security constraints.
Inverttors: Cook; Wiliam R (Redwood City, CA); Gannholm; Martin R
{San Francisco,
l’esug;;e Alleg|s Corporation (San Francisco, CA)

Filed: April 3, 20
Current US, Giass:7071, 7073
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What is claimed is:

1. Amethod for processing requests from a user to performan
action with respect to data stored in an electronic database, the
method comprising:

2. The method of claim 1 wherein said user defined rules are
based on a relation between the user and said data.

3. The method of claim 1 wherein said user defined nes are
based on rights associated with said user,

4. The method of claim 1 wherein said user defined nules are
based on a relation between said user and requested data and
rights associated with said user.

5. The method of claim 1 wherein said action is requesting data
from said database and transferring said request comprises

trarsferring a query.
a9 3 "E ESAR fiuolA] (Part 3).
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{object Class "USPatent”
quid "A0F2F8020125"
class_attributes (list class_attribute list
{object ClassAttribute "no”
quid "4(]:2Fm201 2"
type “Integer”)
(object ClassAttribute "appiNo”
quid “40F2F8020128"
. bpe  “integer’)
(object C!a?sAlmbute "referencePatents”

type "Integer’}))

a9 5 Ed& tolojade] H2E TH (Petal).

. %% 3
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2% 6. xRule 49 718 F2.
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19 8 Array B4

for _variableName repeat
CONTEXT: ClassName attributeName = TagRex expression

oY 9 HA UxElX,

“for_variableNare repeat
CONTEXT: ClassName attributeName = TagRex Expression
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set location = regular expression for HTML tag sequence
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ZF olxgla MEL F H99d 752 EF X3 vt xRuled AAAYE Rdv F
23ten] xRuleZ 7I$H 2 WIELS ME 5YHonE ¥ysld A4y 4+ e
Aol 9tk

3.2 HTML ®20] tid a4 o]

...84....



B2 HoAE HTML 2 Ad& 1S 7edy] 98 58] a9gd Ad4
o}Q]l TagRexol] st =&t} TagRex AF2L xRule Fo ¥35o] Algd ¥
1€ TagRex AF2 9 58 RS Qtt TagRex AFAL HTML 8l 2E¥ S
ggez e FHAom EXEE UeR e duiAd A ze tar
TagRex AAdAE A& -?4& 718 @97t BAsE obm HTML sizzolth
HTML &AMl g2E HaE o}ure; g pEar, el e HTML
FAe shvel HTML Bl Alda2 8 4 ok

¥ 1. TagRex A4,
At Ay
#.4 TagRex Av2le] 78 FAz
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Alolel HTML Bl A& E wig
<a>9t <h>olA7A e el HTML ¥l Alg2st vjxsizn
21 Alele] HTML 1 AfiAE whgl

#<a>%<b>#

#<a>%I<b>#

$.8 FAL A Qw37
#<a>@href=%..$# <a> el U}]Ea}.ﬁ.f_j‘ href gkoﬂ CH{?} ot By Zé‘ﬁ"/-‘-],

Return: A7} '#02 FEHE TagRex A4S HTML sl Alga Atola] 19
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CONTEXT: Abstract
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<Abstract>

Web Information Extraction using HTML Tag Pattern

Byung-Kwon Park
Dong~A University

To query the vast amount of web pages which are available in the Internet, it is
necessary to extract the encoded information in the web pages for converting it
into structured data (e.g. relational data for SQL) or semistructured data (e.g. XML
data for XQuery). In this paper, we propose a new web information extraction
system, PIES, to convert web information into XML documents. PIES is based on a
user-specified target schema and HTML tag pattern descriptions. The web
information is extracted by the pattern descriptions and validated by the target
schema. We designed a new language to describe extraction rules, and a new
regular expression to describe HTML tag patterns. We implemented PIES and
applied it to the US patent web site to evaluate its correctness. It successfully
extracted more than thousands of US patent data and converted them into XML
documents.
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