)

Home Network Security Description Language

Home Network Security Description Language
Geon-woo Kim', Jong-wook Han
"Electronics and Telecommunications Research Institute

E-mail : kimgw®@etri.re.kr

2 o

oot
lud

WEYA A&y HAds BR8] AT oddd Bet vjeSed #3 377 €43 Y
S @A el IYHT e B VERE dulelx A%, ALER AF, HS Ao, W3
R ged B fAUEES Adstn ok A o B WAYFES AHFHe
st £35t7] Ysie FVEQIE B&FHeE Fsn LS Ve 5 de EE F
23t WA B =RdxME SUEHNZ B¢ 848 Hdn 7]&3tr] 9% xHDL A9
& Aot 4 A 847 AAE Yuig Ao

i e
o g M rjo U

=}

o > i B K

ABSTRACT

There are a lot of on-going researches on various security technologies for guaranteeing the
safety of home network systems. Until now, a few security technologies such as device
authentication mechanismi, user authentication mechanism, access control mechanism and firewall
are generally deployed, and they are just simple. However, we need some representation skills in
order to efficiently define the home network and describe the security for managing and
performing these security mechanisms. So, in this paper, we define the xHDL language to define
and describe the security components of home network and analyze the semantics of each
components.
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¢ User element

* Object element

» Object-group element
s Role element

¢ Rule element
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2.1 User Element
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users ::= "<users>", {user}, "</users>"

user ::= "<user name=", string, ">", realname, id,
password, certificate, bio, rfid, nick_name,
sex,ssn, e-mail, birthday, address, phone,
mobile, fax, employer, marriage,

assignedRoles, security_level, "</user>"

realname ::= "<realname>", string, "</realname>"

id = "<id>", string, "</id>" .

password :;= "<password>", string, "</password>"

certificate ::= "<certificate>", string, "</ certificate>"

bio ::= "<bio>", string, "</bio>"

rfid ::= "<rfid>", string, "</rfid>"

nick_name ::= "<nick_name>", string,
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"</nick_name>"
sex = "<sex>", ("mail" | "femail"), "</sex>"
ssn = "<ssn>", string, "</ssn>"
e-mail ::= "<e-mail>", string, "</e-mail>"
birthday ::= "<birthday>", string, "</birthday>"
address ::= "<address>", string, "</address>"
phone ::= "<phone>", string, "</phone>"
mobile ::= "<mobile>", string, "</mobile>"
fax = "<fax>", string, "</fax>"
employer ::= "<employer>", string, "</employer>"
marriage ::= "<marriage>", ("yes" | "'no"),
"</marriage>"
assignedRoles ::= "<assignedRoles>", string,
"</assignedRoles>

2.2 Object Element
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object ::= "<object object_type=", ("device" |
"service" | "sensor"), ">",
object_body, "</ object>"
object_body::= object_device | object_service
object_sensor
object_device ::= code, containedGroup,
security_level, location,
coordinates, operations
object_service ::= code, containedGroup,
security_level
object_sensor ::= code, containedGroup,
security_level, location,
coordinates
code = "<code>", string, "</code>"
containedGroup ::= "<containedGroup>", string,
"< /containedGroup>"
security_level ::= "<security_level>", ("s1" | "s2" |
"s3" | "s4"), "</security_level>"
location ::= "<location>", string, "</location>"

coordinates ::= "<coordinates>", integer, ",", integer,
"</coordinates>"

operations ::= "<operations>", {operation},
"</operations>"

operation ::= "<operation>", value, [direction],

[negation], arguments, "</operation>"
value ::= "<value>", string, "</ value>"
arguments ::= "<arguments>", {argumentj,

"</arguments>"
argument ::= "<argument>", value, [direction],
[negation], "</argument>"
direction 1= "<direction>", ("IN", | "OUT" |
"ALL"), "</direction>"
negation ::= "<negation>", ("yes" | "no"),

</negation>
2.3 Object-group Element

Object-group element= A 2E objectE9 1
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object-groups ::= "<object-groups>", {object-group},
"</ object-groups>"

object-group ::= "<object-group name=", string, ">",

{containingObject},

security_level, "</ object-group>"

containingObject ::= "<containingObject type=",
("device" | "service" | "sensor"),
">", string, </containingObject>

2.4 Role Element

Role element= 9% 7|9k A7 Ao AAL
71%37] A% Q4AEZA user element$} object
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Role elemente] £X & H g3 )

roles ::="<roles>", {role}, </roles>

role ::= "<role name=", string, ">", export, import,
assignedUsers, security_level, permissions,
"</role>"

export ;1= "<export>", string, "</export>"

import ::= "<import>", string, "</import>"

assignedUsers ::= "<assignedUsers>", string,

"</assignedUsers>"

permissions ::= "<permissions>", {permission},
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"</ permissions>"
permission ;= "<permission>", resource, direction,-
negation, operations, "</permission>"
resource ;= "<resource type=>", string, ">, string,

</resource>"
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2.5 Rule Element
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rules ::= "<rules>", rule, "</rules>"
rule ::= "<rule name=", string, ">", condition_stmt,
actions_stmt, "</rule>"
condition_stmt ::= "<condition>", intersection_stmt
| union_stmt, "</condition>"
intersection_stmt ::= "<intersection>", [event],
[date], [day], [time], [union_stmt],
"< /intersection>"
union_stmt ::= "<union>", [event], [date], [day],
[time], [intersection_stmt], "</union>"
date ::= "<date>", string, "</date>"
day ::= "<day>", string, "</day>"
time 1= "<time>", string, "</time>"
event = "<event>", [subject], [location], [resource],
[duration], "</event>"
subject = "<subject type=", (*user" | "role"), ">",
string, "</subject>"
duration::= "<duration cycle=", ("forever", | "year"
| "month" | "week" | "day"), " unit=",
("month" | "week" | "day" | "hour" |
"minute”), ">", string, "</duration>"
actions_stmt 1= "<actions>", {acﬁ'on}, "</actions>"
action ::= "<action>", resource, enforcements,
< /action>"
enforcements ::= "<enforcements>", {enforcementj,
"< /enforcemnets>"

enforcement ::= "<enforcement>", value,

arguments, "</enforcement>"
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