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ABSTRACT

With a home network, a device can dynamically join a home network, obtain an IP address, convey its
capabilities, and learn about the presence and capabilities of other devices. Devices can subsequently
communicate with each other directly. Device discovery protocol defines how network services can be
discovered on the network.

In this paper, we propose the secure discovery method of devices that uses mutual authentication with
symmetric key between devices. This method that we present distributes symmetric-key to home network
devices by the home server. Using this key, mutual authentication is performed between home appliances. It
enables any appliance under any middleware’s control to securely communicate any other appliances.
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Home Network, Security, Discovery, Home Server

| . Introduction wired or wireless home network. The increasing

number of devices and service together with

Wired and wireless bandwidth in home the increasing amount of available content in

networks is expanding, and there will become the home network is challenging for some kind

an increasing need to connect more and more of universal connectivity and plug-and-play
devices together, first for point-to-point functionality in home networks.

communication between two devices at a time, Device discovery protocol defines methods

and later for any-to-any communication over a both for client device to locate resources of
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interest on the home network, and for devices
that provide services to announce their
availability on the home network. A client
device can send search request to discover
devices and services that are available on the
home network. Similarly, a device, upon being
plugged into the home network, will send out
presence announcements advertising the services
it supports. Secure device discovery in home
network environments is critical because there
are many chances of misuse from fraudulent
devices[1,3].

In this paper, we propose the secure
discovery method of devices that uses mutual
authentication with symmetric key and public
key between devices. This method that we
present distributes symmetric and public key to
home network devices by the home server.
Using this key, mutual authentication is
performed between home appliances. It enables
any appliance under any middleware’s control
to securely communicate any other appliances.

This paper is organized as follows. Section 2
describes discovery protocols that provide in
home "network middles. Section 3 describes
security requirements of discovery protocol.
Section 4 presents the method that securely
discovery  devices in  home  network
environments. Finally, we summarize and list
our future research directions in section 5.

1. Discovery protocols in home network
environments

2.1 UPnP discovery protocol

The UPnP discovery protocol allows a device
to announce to the control points that it has
become available on the network. On joining
the network, the device multicasts SSDP
NOTIFY messages to advertise its embedded
devices and services to all the control points on
the network. When a new control point
becomes available on the network, it multicasts
a SSDP M_SEARCH discovery message through
an HTTPMU request to search for available
devices and services. The search message can
contain qualifications on the type of device or
service that the control point is searching for.
All devices on the network must respond to
the control point if their devices or services
match the search criteria in the discovery

message. The response that is transmitted to
the control point by one or more matching
devices contains a URL to the device
description. The response message is sent to
the control point using the User Datagram
Protocol (UDP) with Simple Service Discovery
Protocol (SSDP) headers(1,3].

2.2 Jini discovery protocol

The lookup service can be viewed as a
directory service, in that services are found and
resolved through it. In a Jini community,
services register their proxy objects with a
lookup service through discovery and join
process, and clients query the lookup service to
find out the services they want. Jini uses three
related discovery protocols, useful in different
situation. Multicast Request Protocol is used
when an application or service first becomes
active, and needs to find lookup services in the
vicinity. Multicast Announcement Protocol is used
by lookup services to announce their presence
to the services that may have interest in the
community. Unicast Discovery Protocol is used to
establish communications with a specific lookup
service known to it in priori over a wide-area
network([1,4].

2.3 Salutation

The Salutation architecture is composed of
two major components: Salutation Manager and
Transport Manager. The Salutation Manager is
the core of the architecture, similar to the
lookup service in Jini. It is defined as a service
broker: A service provider registers its
capability with a Salutation Manager. When a
client asks its local Salutation Manager for a
service search, the search is performed by
coordination among Salutation Managers. Then,
the client can use the returned service. A
Salutation Manager sits on the Transport
Managers that provide reliable communication
channels, regardless of what the underlying
network transports are[2,7].

IIl. Security requirements of discovery
protocol

We consider security requirements such as
device authentication, confidentiality, integrity,
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non-repudiation,  availability in  discovery
protocols. Although there is much research
related to device or service discovery, few

protocols have full security and privacy
functionality built-in[5,11,12].
Authentication. Authentication in device

discovery is  primarily = communication
security. Authentication is the process of
determining whether something is what it is
declared to be.

Confidentiality and Integrity.
Communication between service discovery
components should be safe. Malicious users
may listen to communication channels or
even actively attack systems. We do not

want service information exposed to
malicious users or changed during
communication. These requirements are

translated to use of message encryption and
message authentication code.

Availability, Privacy, and Non-repudiation.
Services and directories in devices may be
targets of attackers. Making services and
directories available against attack is similar
to other network applications. Information
in devices is always a concern. We want to
use services easily but keep our information
private. In the mean time, service usage
should be tracked. A digital signature is
usually used to achieve non-repudiation of
the service usage.

IV. Method that securely discovery
devices

We propose a method
discovery devices  in
environments. It is a
authentication  scheme for verifying the
identities devices in home network
environments. When a device discoveries the
available device to use services it provides,
mutual authentication between home appliances
using key that a home server gives out is
performed. Also this method provides trust
relationship between devices in home network
and the secure communication of control
message or data.

Figure 1 is the configuration to securely
discovery device in home network with mutual
authentication. A home server gives out a
symmetric-key to devices connected over the

that  securely
home network
symmetric-key

home network. A home server or home
gateway can function as a home server. A
device distributed a symmetric-key can send
search request to discover devices and services
that are available on a home network or send
out presence announcements advertising the
services it supports.

Home
Devicel

st Home
Device2

Device3

Fig 1. Configuration of a home network

A home server is secure server that can
share key with home network devices. Figure 2
describes the process that handles secure
discovery between home network devices. E is
a symmetric encryption algorithm. N4 and Ng
are nonces chosen by A and B, respectively. K
is a session key chosen by a home server T for
A and B to share. A and T share a symmetric
key Kra B and T share Krs.

Eay

(A B, N

Exar{Na, B, K, Exsr(K,A))

Exer(K.A)
Ex(Ns -1)

‘g

Fig 2. A interacts with a home server T and B

A* T : A, B, Na —oeomememmememmomeee ®
A* T : Ex(Na, B, K, Ex (K, A))-~®
A* B : Exgy(K, A)-eeemreommmmeeee ®
Ae B : Ex(Ns) @
A* B : Ex(Ng  1)-wermrmeeememememeces ®
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A home server is secure server that can
share key with home network devices. Figure 2
describes the process that handles secure
discovery between home network devices. E is
a symmetric encryption algorithm. N4 and Ns
are nonces chosen by A and B, respectively. K
is a session key chosen by a home server T for
A and B to share. A and T share a symmetric
key Kra B and T share Krp

The home device A sends the distribution
server T the message. In response to the
message, the home server T generates a shared
key, K that is to be wused to encrypt
communication between A and B. Additionally,
the nonce is included, to show freshness,
Ekg (K, A)contains the same shared secret, as
well as the name of the initiating device,
encrypted with the other device B’s secret. The
entire message is encrypted using the device
A’s private key to ensure that no one else can
read it. After getting and decrypting the reply
from T, A sends Ei, (K, A) to B. After
receiving Ex, (K, A), B then generates a nonce,
encrypts it using the shared key, and sends it
back to A. By decrpyting the nonce, altering it
in a predefined way, and sending it to B, the
initiator shows that it knows the shared key
needed to decrpyt the nonce. This proves its
identity. The response is also sent encrpyted
using the shared key. Encrpyting the response
decreases the likelihood of a plain-text style
correlation attack, against the prior challenge.
Through above authentication process A and B
share a symmetric-key. Using this key secure
communication is done between A and B.

V. Conclusion

In this paper, we proposed the secure
discovery method of devices that uses mutual

authentication with symmetric key between
devices. This method that we present
distributes symmetric-key to home network

devices by the home server. Using this key,
mutual authentication is performed between
home appliances. It enables any appliance
under any middleware’s control to securely
communicate any other appliances. We continue
to research into secure discovery protocol using
public key.
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