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ABSTRACT

This paper describes X.509 certificate profile, which is basic and important element
in the PKI. X509 certificate consists of basic fields, unique identifiers fields(added in
version 2 certificate), and extension fields(added in version 3 certificate). extension
fields of version 3 certificate supplement basic fields. We describes extension fields
value and its meaning in current internet certificate.
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¥ A9l CCITT Recommendation X.5095 uhxi
Zjojzch o] &A= X500 Directoryd] tfdl ¢
FTTEZE 7led ZAEA, directoryd A Y
Aol A AFAL Jlde] 7lE=ol Atk aF
gtz Eze PKiwzg z3EHo A9
X509 (HA 29 WA 3yt oA HIW,
A AbEEE diRE] AFAME X5099H 3
Hel & wEr X509 AFAMY 4o
ol#old AZMA WAL olm, wEIME
“reuse of names"& 9X)WA} ‘IssuerUniquelD’
F=29} ‘SubjectUniquelD’F =7} F2FEUct =
g WA3AAME AFAY gZdert FrhE A

X509 1988 AL Ugtx, O ¥ IETFAlA
AE UG X50921F5419 /HeE At 19994
39 RFCA459[1]E E3 @HEsHUct. a8z
RFC24598 fa#lol =3ty 2002'd RFC3280[2)&
LI 35 0

X509 AFMe Yl B £ R0,
tbsCertificate(to-be-signed certificate)} A H g3
gAE, MYt =2 FAHY 9 13 1904
AeNoZ RHEY HEe dFPso|y, jE R
22 Fhgsolt} Z Y=o v E A4FHHEA.

1) version: S430|t}. version®=r} AekE]d
HA1 AFAME orgdt. WAl AFHe 18
ol A unique identifiers ¢} extensionsE A&kt
Felolx, B{M2 QJFEAM = unique identifiers ¥

Version

issuerUniguelD

subjectUniquelD

¢ To-be-signed certificate

Extensions

signatureAlgorithm

signatureValue
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2) serialNumber: Q154 &FA] AFAd &F
d deged, 3 isuer7t G AFAE
delde 498 goldt. AZME TR
#FZ2ARI {90

3) signature: signature algorithm Bx=29] XA}
202, AFA Ao A8 dEol A3
t}. o] =& tbsCertificated] EFHEZ, t]A
gxge] o) Badd

4) Issuer: JAIFAE EFF AF7IHE V&3
£ Y=24 distinguished namel) FHjg FAE
Tk o] BEE WMEA ¢ 7tk ).

5 Validity: 2%H §E70  vehdth.
notBefore, notAfter2 A o] gl3, 2049d o]
A9 71zt i e YYE FEE= UTC time
EAYY S AFRST, 2050 o]F o] 7ol s
A YYYYRZ BHHE generalized time EJW
W A1ga,

6) Subject: IFA £#AHAFTHMA HIA FA
A dg  wuAE 248 AWE
distinguished name HelZ T @I Ftolot

7) SubjectKeylnfo: Q1&A] A-fZH(subject)d] &
M7 AES I s OIDI(Object
Identifier) ¥ #&}u]e) IR E 3ot

8) issuerUniquelD and subjectUniquelD:
issuerd} subject®] o]&o] FHH=AL B3
TE Y=9d|, RFC32800 4= o] =9 s
B,

9) extensions: ¥ 3 AFAT A= FHB=
otk WAl AZAe BB WozE AFo| WE
7] W Fo] extensions B} FriEIQch Z
extension2 extension identifier, criticality flag,
extension value® FAEo] lt}l extension
identifiere= 2} extensiong &= OID o],
criticality flag: extension?] £95E YEeh=
RO 2 criticality flagZ} ‘critical’?] extension©]
AFo AfEE w=A] RISAIA I H,
‘non-critical’¢l extensiond HZd] Assidze
o] Ayt FAIHE A AFHAo] A% APH 4
At} extension valuedl= 3]G extension®] uj-&
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1. Certificate Extensions
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(1) Basic constraints extensions

g ASA 7t CAR 54 YA, end-entityd
AFMYAE BA37] A% GPgec|n. =8
FEE CAY & HAFoZHA AFH HFE
qgsA & 4 gtk dEE9], endentity JF
AE Lt CA9 3¢ path lengthe ‘0'9]
HArh critical £& non-criticale] & 4 1, CA
o QZMole o FRFW=e AEL A3,
endentity AFMAME o FFE=] ALEZ
AzatA) ok

(2) Issuer alternative name extensions

AZAME L33 CA9 general names el
' FFY=olth. 22y end-entity] YFolA
CA9] general named WZ F23% 947} ofy
o 2 non-criticale] c}.

(3) Subject alternative name extensions

end-entity®] AFA e otF #FEF gl =
s, A8 AZAY FLoE email Fi
9} DNS name¢] EH X, HFE(AMH)E AF4]9
7 %ol URLs®} DNS names’} Bt} xE3§
Ipsec t-El9] Q1FA9] Aol IP addressob
DNS names7} €} 712 Q=i HrE F
subject BE¢] Zto] zerod 7%, subject name
extension®] Wh=A] ¥ ojo} 311, criticalo]
= A gk, subject W=gko] zerort oW, subject
name extension& non-criticale] Ft}.

(4) Name constraints extensions

W H 29 PKIGIA subjects} issuer o©]Eo]
AXeAE F719% FFFeo|h ¥ JHA B§HY
o] l=dl, U HEHE CJFES FHAAFe
ZAeolx, & e LA %E oJlEES 4
o]%x Ao|th. g }atx]™ hierarchical PKIF#
FAME A9 AE-HA g=uh

(5) Key usage extensions
AFA 71" A7 AHE 2 7]1€3
T g3g=cth 971 AFdE MUAEF 3
Gl Avlze did bitE ‘T2 EAFD. 971
A KeyUsage bit stringe t©}-&3} 2}
- KeyUsage == BIT STRING{
digitalSignature {0},
nonRepudiation {1},
keyEncipherment {2},
" dataEncipherment {3},
keyAgreement {4},
keyCertSign {5},

cRLSign {6},
encipherOnly {7},
decipherOnly {8} }

8 A FEE F digitalSignaturew 15 A
o] FAANF MPERL ALEE F AT e
Uz, keyCertSign, cRLSign, nonRepudiation$:
A&gg  AlFEE  AMulzeA AT EF
nonRepudiation& F7]7]7} FQAWx] Auj2&
AgEs AT APAF AH8E e
ebdc}. keyEncipherments= 377171 7] A4

AH¢E F ASE dEhAIL, RSA JI7F key
managementol} ALg-E o) g3},
dataEncipherment #7717} ©tlo)HE <53s
h=d AHS-d T A< e,

keyAgreement= F717}17} key agreementol] A&
g 4 2S¢ Jehed, Diffie-Hellman key”}t
key managementE 3] AM&E w HE{HAC.
keyCertSign F71717F AEAMd0E A¥ T &
A3st7l AsA AEE 5 ALE v T,
cRLSign& F7/M7)7} CRLsol| Y& g <o) A
42 & UFE uvErdY. encipherOnly: key
agreement?} A AlEEHE  ASEZ, key
agreement®] A3 FHE dAH7)7t dlold ¥z
glol gk AL8-E 4 &€& YEldT) decipherOnly
A key agreements} A AMESHiL, key
agreement?] A3 FAHE dA77} dely B
gl gt AFEE & &S el

(6) Extended key usage extension

AFAM Zled IA7ZE AHEE F ' o
EFAAES UEy] 98 Hgg=on. F
Z end-entity& QAFAM)A B # r} o] FHF
g=9 AHgdE EAE usH 2ok A
TLS YA8 Q1ZFo) A&(id-kp-serverAuth), 37}

717k TLS )  ZdoldE o] AR
(id-kp-clientAuth), Z7/|7)7} }L2rsle AP
F A A2ZEHO] FE=9 AYd ALE

(id-kp-codeSigning).

(7) Private key validity extensions

AF5AM e FAFIAAE wgsle {E7
e vehlle 3gE=cY. o d=& A A
o] HAE timpstampr} W23, timestamp$}
Abgo] oF7|dE A9 AHEHA ¥, [1)[2]
drE o] HFE=E A3 SRS AT
o}

(8) Subject key identifier extensions

A4 FA71Y A =Z, B key
identifierg 9sjA HHgE A=AU, HE +
At ol subject’l oA AFME 7HHE
o, 53] ol& A7t Aeishe] CAZo] e
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(9) Authority key identifier extensions

CA7} o2l7)e] & A signing keyE 7}A|aL
Qe o, 53 AFA M HAS g A9 7
& g9Qlsl=d o]83th Subject key identifier
extensions@} &7 QAFA AZE FAN =] €
t}. Authority key identifiere issuer®] o]E3}
912 x]9] serial number2 FTAE X Y3, &
Egoz FHE & 34

(10) Certificate policies extensions

AF 57 ojd AAs FPHA=AE
Gehdth o B4EmE CAUZAY Agols
39 AZMEd EdE F UE BFYE AY
& A ol&lal, end-entity Q1FA Y Afole 2
ZA7t AAEEs oZ Aol dd Wi FAES
71esitt. o] HAAIWE=E  policyldentifierst
policyQualifiersE2 T8 AAE9 o)t
& 4 gl¥d|, poliyldentifier= 2} B2 Sl o)k
OID 3telil, policyQualifierse &41¢1H, CAQ
Zx o] A$ CPS¥certificate practices statement)
o9 9NE URLZ ZEel, AH8A AZHY 73
Q.o+ user notice qualifier(Q1547} A8-E uf
display®l = "#2E)7} 71&5Ho] itk

(11) Policy mapping extensions

CAQZ A% Yehte Aoz, FAY A3
EUIE T AAFRE W] MM A
o &, Agte CAZl ASAE EFE d A8R
d FH 23 Bate CAVlL AFAE LET o A
$99 FAs0] N2 DE o), Azt: CA% %
Mo AA 2 Bite CAY AH b dFes
Aolgta AFAM 71gd FERAL T

(12) CRL distribution points extensions

QZ A A& A Al CRLsE ojt]A, oEA
& F AeAE dEHEoh AFA LY A(issuer)
9} CRL w8x}7} o}E 739 CRL issuers WHEA]
s olor Bt

(13) Freshest CRL extensions
Delta CRL ARE %A €& F UA=AE
Uehd .

(14) Authority information access extensions

CASl B3 HolHSH 28 AZFH JuE
doluy] PAA FA W2 4 A=AE Y
Bl sZP=olth access descriptorE9] #X

Eg2 FAHe Q=0 access descriptor= access

3) CPSE CAZE 543 WHol wal 7¢d
Az, A%A AgAEE Aol ol Gt
slZ@sloldel 1 AFA AFVAE 2%
A98lM CPSE 9g 4 Atk

o fr M

method field$} access location field® A& o]
g1t}. access descriptordle F 7HA7} Qo 3
AZME BPF CAY AZFME LPF 49
CASe F2EE dEed AM&3l= CA issuers
descriptorst Q1ZAM HI|ARE 42T W A
£-3}= OCSP[4] descriptorZ} 3lth.

(15) Subject information access extensions

Authority information access extensions¥} %
dgd|, @A CAZ} ofUet subjects] F7HH Q1 A
HE AFdrte Hol d=2o
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B =FAAE X509 AFAe Al #3lo
FeFahA ZlEEhEa, X509 AF:AY JE Fx
B ged Bl A3 7lestd o X.509
AZA e FFAP=E WA 3 AF AT e A
o8 ZHMolt}. o] FA/YSE AFA 7EFR
T3P Ugwoz ALEAE AFdHedH TAE
L7n #7189 "=golth FPU=E o] §3d
AZAM AZFE o Wiy, wWa2A & F gl
o, QdFA] AREE 5L & & o @A AL
£5E AFAHe X509 HA 3 e AFAH2
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