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Abstract

Entropy, one of leading metrics on anomalous
traffic, attracts researcher’s attention since a packet
sampling and a traffic volume impact little on
entropy value. In this paper, we apply the entropy
metric to a domestic network traffic trace which has
real traffics. We used source IP
address/port and destination IP address/port that are
important attributes of a packet as entropy variable.
We found that entropy value of multiple-port DoS
attack shows something related to a staircase
fashion. Also, we show a possibility of detection of

anomalous traffic on small time scale.
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