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retVal = cursor,moveToFirst(); // M2 MES2Z 0I5 if(retVal)
csvWriter = new CSVWriter(mhQ); // CSV m! &
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Fig 1. Source code for extracting information
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Table 1, URI for main information

e URI
ofzty Contacts, CONTENT_URI
Contacts Data, CONTENT_URI
EsphA Call CONTENT_URI
SMS “content://sms”
MMS “content://mms”
o[o|x| Images.Media EXTERNAL_CONTENT_URI
H|C|2 Video Media, EXTERNAL_CONTENT_URI
g Audio,Media, EXTERNAL_CONTENT_URI
Hal2x Browser BOOKMARKS_URI
AN “content://com_.android calendar/events”
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Table 2, Contacts classes
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MalS Phone
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HAK Im
FA StructurePostal
HAOIE Website
1= GroupMembership
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ZX Organization
OHE Event
=} Note
ARRI Photo
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Fig 2, System Architecture
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executeADBCommand(L"/c adb install w"Logical Forensics apkw" 2
/] Zoi ofZ2/A oM HR|
executeADBCommand(L"/c adb shell am start -a

) result");

android.intent.action MAIN -n
kr ac ssu logicalforensics/kr ac ssu logicalforensics activities LogicalForen
sicsActivity");  // OfZz|AH|0|Md AlEH
/T 1E0| B M FY|IMo= Ro| AZE|UEA| AL
dof

sleep(1000);

executeADBCommand(L"/c adb pull /sdcard/extract_complete .");
}while(ICFile::GetStatus(L"extract complete”, status));

/- C8V md £l ¥/
executeADBCommand(L"/c adb pull /sdcard/sms.csv .");

a7l 3. PC ofZ2A0Md A7
Fig. 3. PC application source code
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[1] Andrew Hoog, “An Introduction to Android Forensics”,
http://goo.gl/0GDBO, DFI News
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