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ABSTRACT

This paper presents a user authentication scheme for healthcare application using wireless
sensor networks, where wireless sensors are used for patients monitoring. These medical sensors’
sense the patient body data and transmit it to the professionals. Since, the data of an individual
are highly vulnerable; it must ensures that patients medical vital signs are secure, and are not
exposed to an unauthorized person. In this regards, we propose a user authentication scheme for
healthcare application using medical sensor networks. The proposed scheme includes: a novel
two-factor user authentication, where the healthcare professionals are authenticated before access
the patient’s body data; a secure session key is establish between the patient sensor node and
the professional at the end of user authentication. Furthermore, the analysis shows that the
proposed scheme is safeguard to various practical attacks and achieves efficiency at low
computation cost.
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| . Introduction applications, particularly for pervasive

computing.  For example, WSNs have been

Recent advances in wireless networks and  ysed in areas such as health monitoring. The
embedded systems have created a new class of  wireless broadcast nature may result in privacy
pervasive systems such as Wireless Sensor  breaches of sensitive information during data
Networks (WSNs) and Radio Frequency transmission. Therefore, security and privacy
[Dentification (RFID) systems. WSNs and RFID  issues of WSNs have attracted a lot of research
have made a variety of new and exciting efforts. Bo Sun, etcs, briefly introduced WSNs
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and RFID systems. We then present their
security concerns and related solutions. Finally,
he propose a Linear Congruential Generator
(LCG) based lightweight block cipher that can
meet security co-existence requirements of
WSNs and RFID systems for pervasive
computing. [1]. Hung-Yu Chien and Chi-Sunbg
Laih proposesd a new RFID authentication
protocol based on Error Correction Codes
(ECC). The proposed scheme has excellent
performance in terms of security, efficiency,
server’s maintenance, robustness, and cost. The
tag only performs simple operations, such as
random number generation and simple bitwise
computations. The lightweight feature makes it
attractive to those low-cost RFIDs that support
only simple operations [2].

Il. Security Issues on Wireless Sensor
Network and RFID Application

One WSN may be composed of hundreds or
thousands of miniature sensor nodes, or motes,
which are ftted with an on-board processor.
The wireless broadcast nature may result in
privacy breaches of sensitive information during
data transmission. Therefore, security and
privacy issues of WSNs have attracted. The
representative of attacks are as follows.

- Physical attacks

- Attacks at physical layer

- Attacks at link layer

- Attacks at network layer

- Attacks targeting at WSN services and

applications

Ill. Attacks on RFID System

These countermeasures aim at protecting the
integrity, authenticity, and confdentiality of
WSNs. An RFID system wusually consists of
RFID tags and RFID readers. A tag is attached
to a physical object and contains a digital
number associated with that object. Tags
usually have very low cost, limited storage,
and extremely limited computing capability. We
briefly consider a few security violations that
can arise in the presented context and evaluate
the proposed protocol [3].

- Denial of Service (DoS)/desynchronization

attack:

- Forward Security:

- Replay attack:

- Impersonation attack:

- Tag tracking attack:

- Eavesdropping;:
In 2008, a scalable radio frequency identifi
cation (RFID) authentication protocol was

proposed by Yanfei Liu to provide security and
privacy for RFID tags. Imran Erguler and Emin
Anarim examine the security of the YL scheme
that has received no attacks yet and show that
YL mutual authentication protocol is vulnerable
to the tag tracking, tag impersonation, and
desynchronization attacks [4].

IV. Conclusion

In this paper, we first briefly presented
WSNs and RFID systems and described their
privacy and security concerns and related
solutions. We finally surveyed a Linear
Congruential Generator based lightweight
block cipher that can meet security co-existence
requirements of WSNs and RFID systems.
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