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ABSTRACT

Network intrusion detection system based on machine learning methods is quite dependent on
the selected features in terms of accuracy and efficiency. Nevertheless, choosing the optimal
combination of features from generally used features to detect network intrusion requires
extensive computing resources. For instance, the number of possible feature combinations from
given n features is 2"-1. In this paper, to tackle this problem we propose a optimal feature
selection algorithm. Proposed algorithm is based on the local search algorithm, one of
representative meta-heuristic algorithm for solving optimization problem. In addition, the accuracy
of clusters which obtained using selected feature components and k-means clustering algorithm is
adopted to evaluate a feature assembly. In order to estimate the performance of our proposed
algorithm, comparing with a method where all features are used on NSL-KDD data set and
multi-layer perceptron.
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Algorithm: Feature selection algorithm
Input: training data set
Output: combination of features

1. Generate an initial solution, Sinit

2. Calculate the cost of initial solution, cf(Sini)

3. current best = S

4. while(1)

5. Find neighbor solutions which have one
bit different

6. Calculate the cost of each neighbor solution
7. Select the best one from neighbor solutions
8.  If cf(current best) > cf(best neighbor)
9. break
10. else
11 current best = best neighbor
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