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ABSTRACT

Currently, the growing cyber threat continues, the damage caused by the evolution of malicious code
incidents become more bigger. Such advanced attacks as APT using 'zero-day vulnerability’ bring easy way to
steal sensitive data or personal information. However it has a lot of limitation that the traditional ways of
defense like 'access control’ with blocking of application ports or signature base detection mechanism. This
study is suggesting a way of controlling application activities focusing on keeping integrity of applications,
authorization to running programs and changes of files of operating system by hardening of legitimate resources
and programs based on 'white-listing” technology which analysis applications’ behavior and its usage.
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