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ABSTRACT

Radio frequency identification system (RFID) is an automatic technology and aids machines or 

computers to identify objects, record metadata or control individual  target through radio waves. 

Connecting RFID reader to the terminal of Internet, the readers can identify, track and monitor 

the objects attached with tags globally, automatically, and in real time, if needed. This is the 

so-called Internet of Things (IoT). RFID is often seen as a prerequisite for the IoT. This paper 

introduces amd surveyed the technologies of RFID and  IoT, discusses the applications and 

challenges of RFID technology used in IoT.  
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Ⅰ. Introduction

With its capability to store and wirelessly 

communicate information as well as 

automatically identify and track objects in real 

time, radio frequency identification (RFID) is 

considered as one of the enabling technologies 

of the Internet of Things (IoT). IoT refers to 

uniquely identifiable smart objects (things) and 

their virtual representations in an Internet-like 

structure. The potential applications of IoT are 

limitless and will permeate economic, health, 

community and private lives [1]. The most 

important part in the network of things is 

theinterconnection and interoperability between 

the machines, which is often called M2M. It is 

a general term of all that can enhance the 

communication of machinery equipment and 

capability of network technology, which 

organically combined in communication 

between machines, machine control 

communications, interactive communication, 

mobile Internet communications and other types 

of communication technologies, to share 

information with machine, equipment, 

application process, background information 

system and the operator. M2M means "Machine 

to Machine", including "Machine to Mobile", 

"Man to Machine", etc., which mainly refers to 

real-time data exchange of "machine to 

machine", "machine to mobile" or "man to 

machine" via the transmission of information of 

the wireless network and back-end server 

networks, in addition to the interconnection and 

interoperability of machine [2] .

Ⅱ. Security of the IoT

IoT will pervade people everyday’s life in 

future and could be used to improve quality of 

their users’ lives. But it is vulnerable to attacks 

on security or privacy. In recent years, the 

world's major developed countries and regions 

have thrown out the information strategy 
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connected with IoT [3].

The security of information and network 

should be equipped with these properties such 

as identification, confidentiality, integrality and 

undeniability. Different from internet, the IoT 

will be applied to the crucial areas of national 

economy, e.g., medical service and health care, 

and intelligent transportation, thus security 

needs in the IoT will be higher in availability 

and dependability. In general, the IoT can be 

divided into four key levels [4]. Fig. 1 shows 

that the level architecture of the IoT.

Fig 1. Security Architecture of IoT

According to the security requirement 

analysis, we can summarize the security 

requirements for each level in the following, as 

shown in Fig. 2.

Fig 2. Security Requirement in Each Level

2.1 Trend of Study for Security of IoT

Nowadays, in literature, various methods are 

proposed to mitigate privacy and security 

problems in RFID systems. These RFID security 

mechanisms mainly are divided into three 

categories: physical methods, anti-collision 

algorithm mechanism and encryption 

authentication mechanism.

1) Physical security mechanism:

2) Anti-collision algorithm mechanism:

   - Tag Anti-collision Algorithm:

   - Reader Anti-collision Algorithm

3) Encryption& Authentication Protocol 

   mechanism:

2.2 Security Strategy based on architecture 

for Privacy and Security of the IoT

1) HIP-Tags Architecture Implementation for 

IoT:

2) Self Managed Security Cell.a security 

model for the IoT and Services:

3) Mobile Proxy-a novel RFID privacy 

protection mechanism:

4) LKC-privacy and its anonymization 

algorithm –a protection method of RFID data 

privacy:

III. Conclusion

In this paper,we make a simple presentation 

about the Internet of Things ,then we discuss 

about security mechanisms which had been 

already proposed recently for the IoT. At the 

same time, we also point out that the 

challenges for IoT’s development remain 

existing. In the future, research on the Internet 

of Things will remain a hot issue, and a lot of 

knotty problems are waiting for researchers to 

deal with[3,4].
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