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Protocol Relevant attacks

TinyOS beaconing Bogus routing information, selective forwarding, sinkholes, Sybil,

wormholes, HELLO floods

Directed diffusion and
multipath variant

Bogus routing information, selective forwarding, sinkholes, Sybil,
wormholes, HELLO floods

Geographic routing
(GPSR,GEAR)

Bogus routing information, selective forwarding, Sybil

Minimum cost forwarding
HELLO floods

Bogus routing information, selective forwarding, sinkholes, wormholes,

Clustering based protocols
(LEACH,TEEN,PEGASIS)

Selective forwarding, HELLO floods

Rumor routing Bogus routing information, selective forwarding, sinkholes, Sybil,

wormholes

Energy conserving topology
maintenance

Bogus routing information, Sybil, HELLO floods
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