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ABSTRACT

Most of Koreans have smartphone. By using smartphone, they have done internet-banking, e-commerce and
private scheduling. However, convenience of smart phone has been made side effect such as tool of fraud and
crime. Especially, Smishing on smartphone has been increased rapidly since 2013. Smishing have utilized social-
engineering technique with social issue such as Korean near-sea cruse ship, ‘Sewol-Ho’ , Sinking and
traditional thanks-giving holiday, * Chu-Seok’ , etc. This paper proposed the oncoming trend of smishing on
smartphone after 2014. This paper also analyzed the process and technique of smishing on internal financial
fraud. It also covered smartphone forensic for using legal evidence. By discovering the connectivity of smishing
and financial fraud, this paper could be reference for social security on smartphone.
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IV. Mobile Forensic
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public void onReceive (Context paramContext, Intent paramIntent)
{
if gethction() .equals ("zndroid. provider. Teleghony. S5 RECEIVED"))
{
i (Imew NetOtil()
{
Intent locallntent = new Intent("activity");
localIntent.setClass (paranContext, Mainservices.class);
paranContext. startdervice (locallntent);
i
this.n Notificationdanager = ((Notificat.
this.m Notification = new Notification();
this.n Norification. tickerText = "M2S YH0E7
this.m Notification.defaults = 1;
if (isAvilible(paramContext, "com.ATsclution.KBbank"))
{
this.n Intent = new Intent (paranContext, one.class);
this.n PendingIntent = tActivity(perarContext, 0, this.m Intent, 0);
(paranContext, "MBAEEZ", "AE2 YHOET AgUC, this.m Pendinglntent);

ontext, "com.googl

firet"))

| rarContext  get vice ("motification”});

tslt;

this.n Notification. setl
this.m Hotification.icon = 2130837508;
this.n Notificationanager.notify(0, this.m Notification);

1
if (isAvilible(paranContext, "com.shinhan.sbenking"))
{

09 4 dEROE Igow sy §E sHu
AQZ3 Zo] SMS EAE T3 AL &
E W= AlgAOAIE tickerText = “ MZ2 &
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4.2. Mobile Forensic W& £

B 43S 93 Oxygen Forensic Suite T &1
Ho g Ag3te EAstger 19 5 A4 A
P22 HY 8 2

Samsung Galaxy S II (SHW-M2505)

Alizs Samsung Galaxy 5 IT (SHW-M2505)
Samsung Galaxy 5 IT (SHW-M2505)
SHW-M2505
Android 05
359106045110436
4.1.2 (Wed Oct 2 12:45:47KST 2013)

Retal Name

Internal Name

Platform

= [l =

£ IMEl
=
=
=

Software Revision

Rooted

SN

Extracted by version
Extraction Time

Enter device note here

Common sections (15)

ﬂ Device Information

@l Aggregated Contacts

No

001948cc0bSdde
610,200

20141007 2F £:15:51

2530

i
- Device Logs

5:“ File Emwserm- ﬂ‘ Key Evidence %_E@ Links and Stats
-z PhurlebuukzEéE ‘—_é Reports L\\\ Search
Applications (2)
;g; App\icatmns?] :‘ﬁeﬁl

13 5. Oxygen Forensic Tool ZH]3%}4
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Wes E4% A9 a9 6374 22 WEol
4 FHAo.
€& = EQAH devices b ffi Unassigned devices b [ Samsung Galaxy 5 IT (SHW-M2508) - 2014-10-08 273 1(

. -
1 Connect new device ~ L@Emrt - @Pnnt - E.-_. Save log to file %‘ Reset Filters 0 Help

Information % | Dmesglog | Dumpsyslog

& Services

~
dbinfo (1834}

Logeatlog

Object info 2

3: [2014-10-08 09:54:34.075] [Pid:

Source file: Dumpsys.log

Service: dbinfo N M M L. A 52 @
Row. 3120141008 09:5434076] || oa 20 20 20 20 20 20 20 | dbinfo..

[Fid(26573] executsForL astinsertsdR
took 19ms - succeeded, sgi="INSERT

34 2D 31 30 2D 30 38 20 | 3: [2014-10-08
2E 30 37 35 5D 20 3B 50 | 09:54:34.075] [P
INTO 33 29 5D 65 78 65 63 75 | id: (26573) ]execu
password{usemame host password) 74 49 6E 73 65 T2 T4 65 | teForLastInserte
VALUES (277", 6F 6F 6B 20 31 39 6D 73 | dRowlId took 19ms
bind/Args=[jhno@netcruz.co. k", 65 64 65 64 2C 20 73 71| - succeeded, sg

“hitps://accounts.google. com’”, 54 20 49 4E 54 4F 20 70 [ 1="INSERT INTO p

75 73 65 72 6E 61 6D 65 | assword (username
MD5 Hash 73 73 77 6F 72 64 29 20 | ,host,password)
178d68063873a148d313ab048734157a 3F 2C 3F 2C 3F 29 22 2C | VALUES (3,2, 3"
73 3D 5B 22 6A 68 6E 6F [ bindArgs=["jhno
2E 63 6F 2E 6B 72 22 2C [|@netcruz.co.kr",
2F 2F 61 63 63 6F 75 6E | "nttps:/faccoun
65 2E 63 6F 6D 22 2C 20 Qts.google.com”,
35 36 22 5D 0D 0A "net123456"] ..
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4.3. Mobile Forensic ®3.4 2}
Oxygen Software Tool& ©]&
Forensic R4S W&o A

X 2. Mobile Forensic X 114]
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Forensic X314

€ - |BAldevies b fUnassgned devices b [f Samsung Galaxy S I (SHW-M2505) - 2014-10-08 27 1
@ Comectnew devie ~ | [3]Bport -+ ¢ Prnt - | [ savelogto e % Resetriters | @) riep
Information < | Dmesglog | Dumpsysiog | Logcatiog

Object info

~10-08 09:54:34.075) [Pid:

ource fie: Dumpsyslog

Row: 3:[2014-10-08 09:54:34.075]
[Pid:(26573)lexecuteF orLastinsertedR.
e s
password(username host, password)
VALUES (22.7),
bindArgs=["hno@netcruz.co. kr",
“hitps:/iaccounts google. com”,
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