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ABSTRACT

DLNA is an established industry standard which supports contents sharing among smart devices in home
wired- and wireless-network environment and is well known in Korea as Allshare or Smartshare. The DLNA
standard is implemented as built-in services in most of Android smart phones and tablets. In addition to the
handheld devices, DLNA service can also be employed in speakers, printers, and so on. However, users have
reported many interoperability issues between DLNA devices. Developers typically identify causes by
analyzing the packet exchange information between devices. However, this approach costs them to put
additional effort to filter relevant packets, to reconstruct packet exchange history and the protocol flow.
Consequently, it ends up with increased development time. In this paper, we demonstrate a technique to
automatically analyze and visualize the packet exchange history. We modified a router firmware to capture
and store packets exchanged between DLNA devices, and then analyze and visualize the stored packet
exchange history for developers. We believe that visualized packet exchange history can help developers to
test the interoperability between DLNA devices with less effort, and ultimately to improve the productivity
of developers.
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<?xml version="1.0"
encoding="utf-8"?><scpd
xmlns="urn:schemas-upnp-org:service-1-0">
<specVersion><major>1</major><minor>0
</minor></specVersion><actionList><actio
n><name>GetProtocollnfo</name><argume
ntList><argument><name>Source</name>
<direction>out</direction><relatedStateVari
able>SourceProtocollnfo</relatedStateVariabl
e></argument><argument><name>Sink</n
ame><direction>out</direction><relatedStat
eVariable>SinkProtocollnfo</relatedStateVari
able></argument></argumentList></action
><action><name>GetCurrentConnectionlDs
</name><argumentList><argument><name
>ConnectionIDs</name><direction>out</dir
ection><relatedStateVariable>CurrentConnec
tionIDs</relatedStateVariable></argument>
</argumentList></action><action><name>
GetCurrentConnectionInfo</name>
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