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ABSTRACT

Underwater Wireless Communication System can be useful for research of quality of water, ocean resources
exploration, analysis ocean environment and so on. However, there exist security threats including data loss,
data forgery, and another variety of security threats, because of characteristics of water, various geographical
factors, intended attack, etc. To solve these problem, in this paper, we propose a CCM-UW mode of operation
modified form of CCM mode of operation, providing data confidentiality, integrity, origin authentication and
anti-attack prevent, for the Underwater Wireless Communication System. By implementing CCM-UW in MACA
protocol(Underwater Wireless Communication MAC Protocol) and measuring speed of communication, we confirm
the applicability of the security and analyze the communication environment impact.
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Heted Encrypt Integrity

0 No No

1 No MIC-32 bit
2 No MIC-64 bit
3 No MIC-128 bit
4 Encrypt No

5 Encrypt MIC-32 bit
6 Encrypt MIC-64 bit
7 Encrypt MIC-128 bit
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Heted Encrypt Integrity
0 No No
1 No MIC-32 bit
2 No MIC-64 bit
3 Encrypt No
4 Encrypt MIC-32 bit
5] Encrypt MIC-64 bit
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Original MACA & MACA with ARIA-CCM-UW
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AES & ARIA Comparison
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=40
AES | 3360.049
ARIA | 3368231

#4d1 | #4942 | HE3 | Ad4 | HABS
3788.090 | 3960.479 | 3620.107 | 3791.287 | 3965.699
3787.511 | 3959.101 | 3624.070 | 3789.182 | 3962.523
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