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ABSTRACT

Power analysis attack on cryptographic hardware device aims to study the power consumption while
performing operations using secrets keys. Power analysis is a form of side channel attack which allow an
attacker to compute the key encryption from algorithm using Simple Power Analysis (SPA), Differential Power
Analysis (DPA) or Correlation Power Analysis (CPA). The theoretical weaknesses in algorithms or leaked
informations from physical implementation of a cryptosystem are usually used to break the system. This paper
describes how power analysis work and we provide an overview of countermeasures against power analysis
attacks.
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