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ABSTRACT

As E-discovery in criminal investigation is increasing, the importance of Forensic Tools which can legally
extract data with high effectiveness is getting higher. Digital products are growing fast. Therefore, Forensic
Tools should be implemented readily to suit users and events well. Although forensic industry and governments
use expensive forensic tools, some have suggested limitations to its use, such as memory limitations and the
limits of post-audit. We need to develop open source forensic tools that can implement a variety of forensic
tool fast. This research studies digital forensics technical skills which are commercialized currently and suggests
applicable strategies of the open digital forensics to help overcome these limitations.

7|I¥=
EnCase, Z4 2, AFEH Ed2, tj~=3 oln| x|, Advanced Forensic Format(AFF)
1.4 ow, A% b A Bl BAdel AT Ak

Z1deld AR SollA ARgske et A =7
OAE 2AAE G 54 AR 77, BE & & o] WEe] s ZdlA B Rg
A, A8, 2Ea AR BOA SAZ AEFIITE o] gk B =Rods 443 tAE Al J)&
Ao mE e IPsh=l, AS7E AHFES & EnCase 71 ¥ QEZ4 TiAY Al J)E S
sted2gel = 7i)l HIolHE SEshes Zlo] = AFF 7)%ol dis] Lolny, 483} tiAd za v
REou A 7)&e] BEE I FAAEI UE & Aol oid A8 ek Ak,
H=, E, ElolEols, mhk, FTA WiEE] W\ =me] e ggw gtk 27eAE 38 =
T TR el EAFeEN O HEAC BS A "] Tl oFZ s T gig) =3 3=
stEal o1l A AAE o= OAE ZAY AH o= wYelgle A7sla A4 Wk uls)] A

zo O FoE Fb AR, 1 SRS GASRE ok, nAsiow 4delNs B 2o Agd 9%
ZgolHE Avle] ARskw otk B4 8% A ars mao,
4 BPES £0F M) 98 WA TR

- 271 -



SIEMHEASHS| 2014 EAEEEEINE
. 4 A+ 3 4 Y}
AFF3}d o) AA-3A 4= wWEr dloE 9}
UA"  z#] =3¢ Z Computer forensics, A shteldel A e v
Memory forensics, Mobile device forensics, AFM | oJu A5 A7gstth. AFFEFRE raw imagessh

Network Forensics s©°] o™, 483} xa] =+
+ EnCase.,, FIK 7|& o] 9om, 2&Ehx xa
2] E=3%= AFF, SMART, PyFlag So] itk &£ Zo
Ae 838l 2l =7 5 EnCaseZ slal, 24
2 XA =70 M= AFFe disl] A7+

2.1 7483} X9 =34 7]& EnCase

Guidence Softwareollx 9= TIRE zZ#A] AL 7]
%o FFE oW, AAl HRE 1otk uxE Zd
S5 AREShE 71golvh RN aEl tAY
== °1t ‘::rL ot} eDiscovery 83 52
U= HolEE Al&sHAl st 2 e=w of
THS WolE °H—Zﬂ_‘r’]{2]

2.2 9E42 OAY x4 7]& AFF

AFF= 53 2 719 71l Aok Qo] 73]
3 73 E:,Lo]x:} H|S%h T2 3o e o
a2Bol SRTES H8sl] AREA BT T 5
At eHkek 9l dAukek S3kAS fRjsE Wklo g
letel AHET 71L° I & Ak AR 71
ANZ & Ie3)

I K

1

ol

. Advanced Forensic Format

AFF= 9% 9 o= okl Ajlel Ag2
T ok & AolM= AFF =7 W 3 AFFLIBv3
o] v Eljlel disfl Adwstal AFFLIBV3 =75 ©l&
st 718 FEI F J8s uAE =Y AR
off thgk 28 "ol el Azt

3.1 AFFLIBv3 59 E}S)

AFFLIBv3&= 3709] 5+ E}I(AFF, AFD, AFM)&
A s A W3] JhsdlEE AFSE 7129
AFFE=T= 100GBo)d2] tlx3 HolelE A% &3
A"k, AFFLIBv3E AFFe] 3lYe AFDZdE 23ks}
T oz g5l & fxz dHiojEE AAgth
AFFLIBv39] 3 Efgl2 % 13 Zth

¥1 AFFLIBv3 39 €9

232 characters® .t} & 31U A

S e

g A z="d A ALY F s

AFF Oero] wdod e faz o]u]x]E
ARse 715 AP
AFB 819< 71 she] &
AFD Ao o2 Lol shte] AFF3 S

vt_'— rsh:} AFF glolB 8 g taEg e Y=
9¢ #Hesta sl BU AAYP 53

}ﬁ

P AS T 5 =S 2BNE
#AAA e dolEE AT,

32 488 Ta4 2AY Aol U A P
gs} T ETSS 3R ASY Ham
WA Jlolseele] Be] PE Hrks
Aol gtk S ElolE kel g O tjoEe

A Sk golakA] Rk ol oL Yol o
o} golsb eka tIE A wge] Ilehs B
& 700 gk oleld FARE AN 9% g
2 oEas oY ZA 7)esel te w8 s
HAE A S 99 el W el

rulm
X

2
2
i
oX,
o
rlr

o7

2 =TdAe 83 dgAdE =EzAH =T
EnCase®} 2Z 42~ UXRE xdHA] = AFF9|
sl AT sk, AFFHA < AFFLIBv3ol o gk
g el HE Wt ois] Ak AT t A
= xﬂﬁc/] oo fxg xue w g2 x
ol B & 7] Wil 45 49 AEgs F
AFZo] 7l OAE xAY =550 L3}

th 9 AFE LHAA AFF EFEL ]85t
W2 Ttelegelo] g Fdo] JhsdA &<l
stal, Hewor 1 Ak gis &% ATs

Agetel w7 Qe A9 B,

FuEd

(1] o]&zh ubde “Zaellx] tAE FA9] 949
2AER", FARFAES=EA|, ANTH, A9S,
p2055-2062, 2013

[2] Dan Manson, Anna Carlin, Steve Ramos, Alain
Gyger, Matthew Kaufman, Jeremy Treichelt, “Is
the Open Way a Better Way? Digital Forensics
using Open Source Tools“, Journal of Hawaii
International Conference on System Sciences,
p3-9. 2007

[3] Simson Garfinkel, David Malan, Karl-Alexander
Dubec, Christopher Stevens, Cecile Pham,
“Advanced Forensic Format: an Open Extensible
Format for Disk Imaging®, IFIP international
Conference on Digital Forensics, A222%,
p13-27, 2006

- 272 -





